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4. Regional Regulatory Framework RCEP & APEC
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ASEAN agreement on electronic

commerce
E-commerce Chapter (Signed 2018)

4. Cross-border Transfer of Information by Electronic Means

(a) Member States recognize the importance of allowing
information to flow across borders through electronic means, provided
that such information shall be used for business purposes, and subject
to their respective laws and regulations.

(b) Member States agree to facilitate cross-border ecommerce
by working towards eliminating or minimizing barriers to the flow of
information across borders, including personal information, sub%ect to
appropriate safeguards to ensure security and confidentiality o
idnformation, and when other legitimate public policy objectives so

ictate.

(c) Subparagraphs (a) and (b) shall not apply to financial
services and financial service suppliers as defined in the Annex on
Financial Services of GATS.
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Asean agreement on electronic commerce

3 )

E-commerce Chapter (Signed 2018)

5. Online Personal Information Protection

(a) Each Member State shall adopt or maintain . Sk
measures to protect the personal information of the
users of e-commerce. ELECTRONIC COMMERCE

(b) A Member State shall not be obliged to
implement subparagraph (a) before the date on which
that Member State enacts laws or regulations to
protect the personal information of e-commerce users.

(c) In the development of personal information
protection measures, each Member State shall take into
account international principles, guidelines and
criteria of relevant international bodies.



RCEP leaders agree to sign trade pactin 2020

Regional Comprehensive

Economic Partnership: RCEP
E-Commerce Chapter (EIF 1 January 2022)

* 1sznaumag 17 1aun
e E-Commerce fuiauniniu Cross Cutting Issue riu vis Trade in Goods, Trade in Services,
Financial Services, Financial Service Supplier uaz Intellectual Property

e daumdrAnufitiaadessu Privacy & Security aniiduArticle 12.6: Electronic Authentication
and Electronic Signature, Article 12.8: Online Personal Information Protection,
Article 12.13: Cyber Security, Article 12.14: Location of Computing Facilities,
Article 12.15: Cross-border Transfer of Information by Electronic Means



P | Digital Economy Partnership Agreement PRIVACY
(( N & 5 ' J Singapore, Chile and New Zealand (Signed 21 January 2020)
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CHAPTER 12 ELECTRONIC COMMERCE

SECTION A GENERAL PROVISIONS

Article 12.6: Electronic Authentication and Electronic Signature

1.

2.

Except in circumstances otherwise provided for under its laws and regulations, a Party shall not
deny the legal validity of a signature solely on the basis that the signature is in electronic form.

Taking into account international norms for electronic authentication, each Party shall:

(a)permit participants in electronic transactions to determine appropriate electronic
authentication technologies and implementation models for their electronic transactions;

(b) not limit the recognition of electronic authentication technologies and
Implementation models for electronic transactions; and

(c) permit participants in electronic transactions to have the opportunity to prove that
thelhr electronic transactions comply with its laws and regulations with respect to electronic
authentication.

Notwithstanding paragraph 2, each Party may require that, for a particular category of
electronic transactions, the method of electronic authentication meets certain performance
standards or is certified by an authority accredited in accordance with its laws and
regulations.

The Parties shall encourage the use of interoperable electronic authentication.



CHAPTER 12 ELECTRONIC COMMERCE

SECTION C
CREATING A CONDUCIVE ENVIRONMENT FOR ELECTRONIC COMMERCE

Article 12.7: Online Consumer Protection

1.

The Parties recognise the importance of adopting and maintaining transparent and
effective consumer protection measures for electronic commerce as well as other
measures conducive to the development of consumer confidence.

Each Party shall adopt or maintain laws or regulations to provide protection for
consumers using electronic commerce against fraudulent and misleading practices
that cause harm or potential harm to such consumers.

The Parties recognise the importance of cooperation between their respective
competent author|t|e§ in charge of consumer protection on activities related to
electronic commerce in order to enhance consumer protection.

Each Party shall publish information on the consumer protection it provides to users of
electronic commerce, including how:

(a) consumers can pursue remedies; and
(b) business can comply with any legal requirements.



CHAPTER 12 ELECTRONIC COMMERCE

SECTIONC
CREATING A CONDUCIVE ENVIRONMENT FOR ELECTRONIC COMMERCE

Article 12.8: Online Personal Information Protection

1.

2.

Each Party shall adopt or maintain a legal framework which ensures the protection
of personal information of the users of electronic commerce.

In the development of its Ieﬁal framework for the protection of personal
information, each Party shall take into account international standards, principles,
guidelines, and criteria of relevant international organisations or bodies.

Each Party shall publish information on the personal information protection it
provides to users of electronic commerce, including how:

(a) individuals can pursue remedies; and

(b) business can comply with any legal requirements.

The Parties shall encourage juridical persons to publish, including on the internet,
their policies and procedures related to the protection of personal information.

The Parties shall cooperate, to the extent possible, for the protection of personal
information transferred from a Party.
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The APEC Cross Border Privacy Rules (CBPR) system, endorsed by APEC Leaders in
2011, is a voluntary accountability-based system to facilitate privacy-respecting data
flows among APEC economies. It has four main components:

* recognition criteria for organizations wishing to become an APEC CBPR system
certified Accountability Agent;

e an intake questionnaire for organizations that wish to be certified as APEC CBPR
system compliant by a third-party CBPR system certified Accountability Agent;

* assessment criteria for use by APEC CBPR system certified Accountability Agents
when reviewing an organization's answers to the intake questionnaire; and

* aregulatory cooperative arrangement (the CPEA) to ensure that each of the APEC
CBPR system program requirements can be enforced by participating APEC
economies.



Structure of the APEC Cross Border Privacy Rules (CBPR) system

ECONOMY “A” SALUE 0 BNt D EMUOPELE I te. COER Systath APEC Electronic Commerce Steering Group Chair

v" Confirm participation in the CPEA

i
v Confirmintent to use of at least one APEC-recognised
- Accountability Agent .
Des'mated APEC . ¥ Describe laws and fegUIatiOﬂS that apply to CBPR system ﬁ Data Privacy SUng’OUp Chair
Government Delegate activities of an Accountability Agent

v Complete APEC CBPR System Program Requirements
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Enforcement Map

Joint Oversight
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Application for Accountability Agent through
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eax v Information about location in a CBPR system
Acoountab"'ty T participating Economy, or being subject to jurisdiction
Agent otherwise.

v Description of how the Accountability Agent

Recognition Criteria have been met.

v Demonstration of how intake and review processes
meet CBPR Program Requirements APEC Member Economies
v Map (if not using APEC intake document and program
requirements)
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Co-Hosted By _1 APEC

Alibaba Cloud (Singapors) Private Limited =

Processing of date by Alibaba Cloud (Singapors) Private Limited and its

SINGAPORE

Certification Scope subsidiaries (Alibebe Cloud Malaysia, Alibsba Cloud Indis) through cloud-based

services on Alinabe Cloud Platform, for its customers, the controllers.

Initial Certification Date Apr 2021
Certification Validity Pariod Aypr 2022 — Apr 2023

Organisation Name
Organisation Contact

Privacy Statement

Organisation Name TRS Forensics Pto Ltd £
Organisation Contact Ten Swee Wan
Privacy Statement Visit hare

Processing of deta by TRS Forensics Pte Ltd end itz affiliate (TRS Forensics Sdn

Certification Scope

Certification Vahdity Pericd

Certification Sco ]
pe Bhd) for data forsnsics related services, for their customers, the controllers

Initial Certification Date Mey 2021

Certification Vahdity Period Mey 2022 - May 2023

PRIVACY RECOGNITION
FOR PROCESSORS SYSTEM

PRIVACY

Palvision Corporation Pte. Ltd. (£

Patricis Leong
Visit here

Processing of user deta by Palvision Corporstion Pte. Lid. and subsidiary (PelVisicn
nc.) through converged solutions for the hospitality industry

Jan 2022 — Jan 2023
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