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Global Data Creation is about to Explode

5 'Aétu_al -éﬁd forecast amount of data created worldwide 2010 — 2035 (in zettabytes)
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One Zettabyte =

2,142

f : 1 zettabyte is equal to

i - 1 billion terabytes.
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Why is it popular?

Flexibility:

Cloud computing offers various pre-
built platforms and services and also
allows you to develop customized

solutions as per your specific needs.

N

Ensures Security:

Cloud computing allows you to access
everything on a different device in case your
computer system is attacked by viruses and
worms You can also wipe data from lost
laptops remotely so it doesn’t get into the

wrong hands.

Work From Anywhere:

cloud service allows you to access the data
anywhere, anytime which means team members
can work on the

same document in real-time eliminating the need
for a

back-and-forth exchange of documents.

Cost Savings and

No Maintenance:

When you use cloud services it cuts out
the spending on purchasing hardware,
buying software licenses, maintaining,
updating, distributing, and shredding

paper copies.



Digital risks
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Cyber risks



“There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Mueller
F8I Director, 2001-2013




A T|m6| | ﬂe Of When Will These Major Global Threats

° Become a Serious Problem Worldwide?
Each year, the World Economic Forum releases its Global
Risks Report whnch hughllghts the top risks that pose a
thre:
Global Risks Landscape 2021
) Envionmental @ Societal @ Technological @ Economic

Top Global Risks by Likelihood

3rd 1th 5th
Extreme Chmate action Human Infectious diseases Biodiversity loss

%of respondents  TiMeframe: 0-2 years - damago

concentration fracture

Extreme weather 31.1%
Top Global Risks by Impact

Infectious Climate action Weapons Biodiversity loss Natural resource
diseases failure mass destmclion crises

Human Livelihood crises Extreme weather Debt crises IT infrastructure
environmental breakdown
damage

Bl Economic M Environmental Wl Geopclitical Wl Societal Wl Technological

Livelihood crises 30.4%

Climate action failure 27.5%

Social cohesion erosion 27.5%
Infectious diseases 26.4%

Mental health deterioration 26.1%
Cybersecurity failure 19.5%

Debt crises 19.3%

Digital inequality 18.2%

Asset bubble burst 14.2%

Sourca: World Economic Forum Global Risks Report 2021

https://www.weforum.org/agenda/2022/02/global-risk-assessment-climate-change-covid/
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Privacy-Enhancing Computation
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PET
[cf. Bobby Vellanki]

= PET = Privacy Enhancing Technology — technology that enhances user control
and removes personal identifiers

= Users want free Privacy
= Hundreds of new technologies developed
= Cf. Electronic Privacy Info Center - www.Epic.org

= 4 categories of PETs:
= Encryption Tools (e.g., PGP)
= Policy Tools (e.g., P3P, TRUSTe)
= Filtering Tools (e.g., Cookie Cutters, Spyware)
= Anonymity Tools (e.g., Anonymizer, iPrivacy)
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Privacy-enhancing computation
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PRIVACY ENHANCING COMPUTATION

Common Privacy Enabling Technologies
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Trusted Execution Environments (TEE)
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Benefits of Privacy-Enhancing Computation (PECs)
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Privacy-Enhancing Computation

SN eI Al A8 DA INLAAA lagnanmsvag
Federated Learning

mwaw Al lasUndasanudusiudrvesitvesdoys
ummmﬂmamammmumauamummwiﬂﬂmwmluﬁ%uummsmﬂuh WIL,
ANnT0ITBYATINLAAS 3 ufuiinuesiansfisenn Federated learning Go1dunihe
Tunalnmswasw A wmmml"ﬂumiﬂﬂﬂ@mama'mmﬂavl@ (Privacy-preserving
Machine Learning) lat) Federated learning Lﬂuﬂavl,ﬂﬂ'mmmmaa Al Fnudayauas
Iwmamﬂ%mﬂ%mmwuﬂ@m"[amamamﬂaﬂumaumimaﬂu




PRIVACY ENHANCING COMPUTATION

Top Use Cases of Privacy-Enhancing Technologies

Test Data
Management

Health
Care
Services

Financial
Transactions
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