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Ubiquitous
computing

Artificial
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Multi-sense,
multi-device experiences
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Pace of innovation

Advancements in Al are different than other technologies because of the pace of innovation, and
its proximity to human intelligence — impacting us at a personal and societal level.
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Microsoft’'s Vision:

Design Al to amplify
human ingenuity

Reasoning Understanding Interacting

https://www.microsoft.com/en-us/Al/our-approach-to-ai



https://www.microsoft.com/en-us/AI/our-approach-to-ai
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SaaS of tomorrow
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Empower by Al
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Al

Secure your data

adl

More insight

Automate and
Self-Serve



Microsoft 365 and the Microsoft Graph

Microsoft 365

Integrated

Gain synergies from
connected apps for
productivity, analytics,
and wellbeing all in
one suite

Security & trust
Control and defend
your data and gain
transparency into
how and where

it's used

The Microsoft Graph

Connecting Microsoft 365 signals for smarter work

Productivity

Quickly find the right
people, content, and
productivity insights
to work more
efficiently

Management

Gain real-time
awareness of your IT
environment to make
better decisions for
users

Data

Bring the latest
internal and external
data into your work for
greater individual and
organizational impact

Integrated

Security

Increase visibility
across users, apps, and
devices to proactively
detect and resolve
threats
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Surfacing the “worth it" equation through a single unified platform

People Layer , .
Connection Purpose Wellbeing

Culture & : Skill , Knowledge & Productivity &
] Communications Purpose & Alignment Expertise o Wellbeing

-
Product Layer * Microsoft Teams ~

L Meet Chat Call Collaborate Automate
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Tailor the experience to specific
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Inform and engage people
throughout the organization

Communities aligned to
shared interests and functions

Provide a “front door” to employee
communities and resource groups and
encourage employees to connect with
others, contribute, and find belonging
at work.
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Communities

Catch up on your communities and discover more across the network

My communities View more
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Discover communities

Recommended communities
Communities based on your activity and mutual connections
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Monthly Reports

Surface content from Microsoft, _
learning content providers, Learning

Management Systems (LMS), and
even your organization’s own content @ v

across desktop, mobile, and tablet g
Sales West
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-+ Data Insights

-+ Data Catalog

Automate and manage metadata at scale

S

Multicloud

Enable effortless discovery for data

consumers N“Z
On-prem

Data Map

Assess data usage across your i Saas

organization

& Microsoft



Microsoft Purview

{i Home

% Compliance Manager
<> Data dassification
3—9 Data connectors
M Alerts

k" Reports

= Policies
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7 Trials

Solutions
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App governance

Audit

Content search
Communication compliance
Data loss prevention
eDiscovery

Data lifecycle management
Infermation protection
Information Barriers

Insider risk management

Records management
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Data classification

Overview  Trainable classifiers

Sensitive info types  Exact data matches

Content explorer

Activity explorer

Get snapshots of how sensitive info and labels are being used across your organization's locations. Learn more

Top sensitive info types

Sensitive info types used most in your content

B PacshaTest SIT [ Wildcard regex [ Guarter Year w/ Financial Dictionary [l a3t ] oSt I ecdnt

View all sensitive info types

Locations where sensitivity labels are applied

\ |

SharePoint Online [l Exchange [ OnelDrive

View details

Locations where retention labels are applied

\

B sharefoint Online [l Exchange 2 more

View details

Top sensitivity labels applied to content

S5QL1/sqlchildd
- 874

InlernalDJ's.p
T65

Highly Confiden...
I 674

Confidential Label
I 652

General2
. 636

View all applied sensitivity labels

Top retention labels applied to content
ML.100Dayk
o 8355678

Distributor agre...
1 547493

Tag2
1 60325

Fidelity test 2
1 58160

Test Label Team...
1 57759

View all applied retention labels
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. Create shared folder
All files

Shared

| Change Picture >

Project Obsidial

Your shared folders and files will show up here so they're easy to find.
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Microsoft Information
Protection

0 You are not signed in to Office with an account that has permission to open this presentation. You may sign in a new account into Office that has permission or request permission from the content owner.

Add Account Cancel







—Feach-everyone—
—to-code-

Turn everyone
Into a developer
with low code



Microsoft Threat Intelligence

Bullt on diverse signal sources and Al

1.2B+

PCs, servers,
and loT

iOS, macOSs,
Android, Linux
and loT devices

D -

Emails
analyzed

470B+

0

URLs scanned
18M+

[

Documents scanned

o %o
o ma

Meeting
minutes delivered

4.1B+

Trillions of signals

Billions of predictions
Millions of actions

Microsoft Cloud

Machine learning and Al systems

600B +

Threats blocked
5B+

?

Identities
authenticated

630B+

1.8PBs

Other clouds
and network logs

1B+

Apps and
service users



Cloud

Microsoft Defender for Identity
monitors on-premises resources
and integrates with cloud
security solutions

On-prem
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Defender for Identity




Exposure of Clear-text Credentials

View top entities that are exposing credentials in clear text.

Exposed credentials activities

30000

20000
10000
0
Aug 24 Aug 27 Aug 30 Sep Sep 05 Sep 08 Sep 11 Sep 14 Sep 17 Sep 20 Sep 23
Report description
Top entities exposing credentials in clear text (using LDAP simple bind authentication) in your on-premises environment (last 30 days). Learn why this is important to remediate and create an
action plan
1 - 20 of 20 top credential-exposing entities
Entity Type Activities Last seen
Server-fn1 Device 72768 Sep 23, 2019, ... :
Service-HR-app Account 72768 Sep 23,2019, ... :
Srv-pdc-pw3 Device 60614 Sep 22, 2019, ... :
172.14.220.13 H

Device 29891 Sep 23, 2019, ... :



|dentity Posture Management — Risky Lateral Movement Paths

Cloud App Security

Identity posture management > Riskiest lateral movement paths

Recommended action
High severity Bl  Reduce lateral movement path risk to sensitive entities

Report description

Highlights sensitive users with the riskiest lateral movement paths and recommended actions to remediate them. Learn why

it is importanf

remediate and create an act

Number of non-sensitive users that can potentially lead to the

1-5 Sensitive usé€ sensitive user. Only sensitive users with 3 or more are shown.
Privileged users on your on-premises Active Directory

39 2

Sensitive user (I Domain Lateral movement path risk Recommended actions
Non-sensitive en route users Computers en route
6 Morris Robertson getappleshop.com 37 See recommended actions £
Samira Abbasi

& Wendy Mckinney allvideostudio.org 20 \ded actions GLOBAL IT ADMIN MANAGER azeoiin W erzooit

CONTOSO IT
& Jorge Bell Contoso.com 18 See recommended actions
ﬂ Bessie Williamson freshstartuplive org. 10 See rec action:
@ v Recommended actions for Morris Robertson i T ki
@ e () @

- +123456789101112 Dec 4, 2017 \\_/

7 6 members 39 members

Nov 15, 2014
Remove Debra Warren from HelpdeskIP group fedmondwsiconiosoom o

Reduce late emant tat : s ers by: 126 admin2
%DMGKD-V‘:-‘«-DE‘-’Z
Remove Shawn Fox from VendorAdmin group k\/

REDMOND-WA-DEV

%
> &8)
Remove local administrator permissions for Mitchell Nguyen from Server2 30 marmBES
steral movem r this u v 4 DI Y DATA
o

Remove local administrator permissions for Scarlett Howard from Serverd

LATERAL MOVEMENT PATHS >

Remove local administrator permissions for David Rob from Serverd




How do signals and Al help protect you?
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The user clicks on an
email attachment he
receives, sent to his
Gmail account, using
the built-in Windows
Mail app

Before the attachment
can open, the Mail app
queries the attachment
meta-data against 80-
plus cloud-based
machine learning
models
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In parallel, the file

is ‘detonated’ in the
cloud and an Al system
‘watches’ to see what
happens when he
opens attachment

In the rural Midwest of the U.S., a high school geography teacher
received a brand-new variant of the Emotet banking trojan—the

first person ever.

But he had no idea. Signals and Al fully protected him.

Utilizing signals and
outcomes from trillions
of historical email
transactions, both
services determine the
file is malicious

Mail deletes the
attachment from the
PC, flags the file for
review by (human)
analysts,

and the Al systems
automatically update

This all occurred

in fewer than 400

milliseconds—the
blink of an eye




SaaS of tomorrow
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Empower by Al
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Secure your data
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More insight

Automate and
Self-Serve
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