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DATA DILEMMAS

Privacy v. Accuracy v. | | Transparency
Utility Bias v. Security
Ownership? The limit of
consent
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3 KEY TAKEAWAYS

Not all ethical Many ways to

aspects are make people
equal. 'care’: Risk-based

Different aspects
of ethics




UNDERSTAND THE INSTITUTIONAL SETTINGS

Regulating capacity Redistribution capacity

Market conditions . Monitoring and advocacy capacity



INCENTIVES ALIGNMENT?

= One size doesn't fit all. Each mechanism has its unique benefits. However, it depends on ‘whom’ (not all firms are
the same) and ‘action’ (what kind of problems) we are aiming at.

Standard/Guidelines: For those who have other forces in place.
Regulation: For those who need some push.

Competition: Of course, will enhance all above.

Public awareness and advocacy: again, boost them all.

Government intervention: Can it be done in the process (China?)?

= Ultimately, we need to consider whether the concerns are ’internalised’ into the objective functions of the firms
or not. How?

Competition might be so effective as consumers care about the ‘harms’ of Al e.g. biases. Showing that you have considered

these aspects will increase the value perceived by consumers and competition will drive you to ‘care’.

If no competition, regulations will be needed.



IMPACTS ON...

Ol

People as

02 03

Economic growth Economic

e Labours distribution

* Privacy-entitled
* Consumers
 Citizens (e.g., biases)




DIFFERENT WAYS TO TACKLE THE PROBLEMS:
CHOOSE THE RIGHT ONE

Ethics and social

Risk-based regulation Market-driven norms-based approach
and compliance (EU) approach (US) (China)
e Ex-ante * Information-based  Government were
e Risk-based  Benchmarks there at the beginning
« e.g. GDPR, Al Act « Ex-post of development.

e Ethics and social
norms to set the
mindset of the
obedient.

* Existing laws e.g.
* Consumer
protection

* Competition
* Data security




Al MAY INVOLVE IN DIFFERENT ‘PURPOSES’

Al + purpose
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Al
regulation
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RISK IDENTIFIERS (DE MINIMIS)

Pre-market parameters Post-deployment parameters
Data source Numbers of users/downloaders
Computing resources required Types of users
Investment Applications
Third-party reviewers accessibility Revenues




LET’S HAVE A LOOK AT THE MOST CONCRETE ONE:

REGULATIONS THAT FORCE YOU TO THINK.



PERSONAL DATA PROTECTION

PDPA B.E. 2562 (THAILAND)
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PRINCIPLES TO OBLIGATIONS

r

\.

LAWFULNESS, FAIRNESS,AND TRANSPARENCY

» LEGAL BASIS
» PRIVACY NOTICE

PURPOSE LIMITATION

» LEGAL BASIS
» PRIVACY NOTICE

DATA MINIMISATION

» DATA + PURPOSE ALWAYS

ACCURACY

» DATA SUBJECT RIGHTS

STORAGE LIMITATION

» DATA SUBJECT RIGHTS

SECURITY

ACCOUNTABILITY

* DOCUMENTATION
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KEY ELEMENTS

.
ObjeCt Personal Data => Data subject }

-

ACtO 'S Data Controller, Data Processor

Y4

ACt| on Processing (Collect, Use, Disclose) }




Offer
Or
Monitor




Activity

UNIT OF ANALYSIS IS ih, @

NEVER DATA ALONE:
‘ACTIVITY’

DATA  PURPOSE
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TWO PRONGES OF
PDPA

PRIVACY  SECURITY

Why!?

Informed? CIA



EU Al REGULATION

PROPOSAL FOR A REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL LAYING DOWN HARMONISED RULES ON ARTIFICIAL
INTELLIGENCE (ARTIFICIAL INTELLIGENCE ACT) AND AMENDING CERTAIN UNION LEGISLATIVE ACTS — GENERAL APPROACH (6 DECEMBER 2022)
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RESPONSIBLE
TRUSTWORTHY
ETHICAL
HUMAN-CENTRIC

Privacy Accountability
Safety and Transa|:;]adrency
Security Explainability
Fairness and Human
Non- Control of
discrimination Technology

Professional
Responsibility

Promotion of
Human Values




A BIG LIST TO SHORP...

Reliability Robustness Resilience Privacy Security
Transparency Accountability Fairness Usability Interoperability
Controllability Well-being




Israel

-

AALJUsTIH (Fairness)
ANNTURALOU (Accountability)
nsuUndesdnsuywevu (Protecting
human rights)
ANUUaDnNESlEUDILaY

%auua (Cyber and

information security)
anusunalaends (Safety)
mi%’ﬂ‘mmmﬂﬂ'ﬁLLﬁdﬁuLLazﬂgmi
ﬂﬁﬁﬁﬁﬁaﬁamnwﬁaﬁﬁ’u (Maintaining a
competitive market and rules of

conduct that facilitate competition)

China
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Japan

vannshinywddugudnans (Human-
Centric Principle)

wanNstAAIIN3

(Principle of Education/Literacy)
ndnnslieuauasesnadudIudh
(Principle of Privacy Protection)
wdnnsasannuilaiuay
Uaonne

(Principle of Ensuring Security)
ndnnsutudusssu

(Principle of Fair Competition)
wenAMULTUsIIN AMNSURATOU WAy
AL

RIENG (Principle of Fairness, Account

ability, and Transparency)




THAILAND

B (1) muanunsaluniswsadunasiiniunegedsdiy (Competitiveness and Sustainability Development)
B (2) AUABARRRINUNMUNYATETITULALUINIIU (Law Ethics and International standards)

" (3) anulusslatazainusuiianveu (Transparency and Accountability)

B (4) anusiunsvasnsouazanududusa (Security and Privacy)

B (5) Anuiniiisy vainviay AseumausaziiusIs (Fairmess)

B (6) anuddede (Reliability)

https://www.etda.or.th/getattachment/9d370f25-f37a-4b7c-b66 1 -48d2d73065 | d/Digital-Thailand-Al-Ethics-Principle-and-Guideline.pdf.aspx?lang=th-TH



STATUS QUO

The initial draft was proposed by the EU Commission in April 2021.
The Council of the EU adopted the amended draft in December 2022
The European Parliament has adopted its negotiation position on 14 June 2023.

The draft is now back with the Council of the European Union to negotiate its
position.

Finally, the interinstitutional (trilogue) negotiations will finalise the process.



CHANGES IN THE LATEST AMENDMENTS

= More limited scope
= Exclude Military (previously)
" |ntroduce the ‘general purpose Al' and some duties for the providers.
= Exclude more of the followings:
= R&D
m Defense and national security
m Used for purely personal, non-professional activities => just transparency

m SMEs are exempted from/flexible in many obligations (e.g. tech doc)



CHANGES IN THE LATEST AMENDMENTS

= Some stricter rules

= Facial recognition
= |nitially: only real-time remote biometric identification systems in publicly accessible spaces

= [atest: include ‘post’ process as well. Explicit consent will be needed.
m Stronger safeguards
= Right to privacy, non-discrimination, and fair trial

= Create EU Al Board to oversee the implementation and investigation



EU Al Regulation
(initial draft)

‘artificial intelligence system’ (Al system)
means software that is developed with
one or more of the techniques and
approaches listed in Annex | and can, for a
given set of human-defined objectives,
generate outputs such as content,
predictions, recommendations, or
decisions influencing the environments
they interact with;

EU Al Regulation
(hewest draft]

“artificial intelligence system’ (Al system)
means a machine-based system that is
designed to operate with varying levels of
autonomy and that can, for explicit or implicit
objectives, generate outputs such as
predictions, recommendations, or decisions,
that influence physical or virtual
environments;



ADDED TERMS

= ‘Life cycle of an Al system’ means the duration of an Al system, from
design through retirement. Without prejudice to the powers of the
market surveillance authorities, such retirement may happen at any point
in time during the post-market monitoring phase upon the decision of
the provider and implies that the system may not be used further. An Al
system lifecycle is also ended by a substantial modification to the Al
system made by the provider or any other natural or legal person, in

which case the substantially modified Al system shall be considered as a
new Al system.



ADDED TERMS

= ‘General-purpose Al system’ means an Al system that
irrespective of how it is placed on the market or put into service,
including as open source software is intended by the provider to
perform generally applicable functions such as image and
speech recognition, audio and video generation, pattern detection,
question answering, translation and others; a general purpose Al
system may be used in a plurality of contexts and be integrated in
a plurality of other Al systems;



General
Purpose Al

Foundation
models (28b)

Generative Al
(FM that
‘senerate’

content)

Risk assessment and
mitigation

Data governance

Design and develop with
standards (performance,
predictability, interpretability,
corrigibility and sustainability)
Technical docs

Get Registered

Transparency
Content-moderation
safeguards

Copyright data acknowledge



UNDERTAKINGS: PROVIDERS

‘ Own name/TM

Develop
Has it developed Al Place

[
»

" System . :
y Put it into service

(paid/free)

- a natural or legal person,
- public authority,

- agency or

- other body



Importer




Prohibited Al practices <€— —p» Unacceptable risk

Regulated high risk Al systems < —p»> High risk

Transparency <@ —> Limited risk

No obligations <¢— —p» Low and minimal risk



UNACCEPTABLE RISK
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THE UNACCEPTABLES ARE STILL NEGOTIATED.

* Post” remote biometric identification systems, with the only exception of law enforcement for the prosecution of
serious crimes and only after judicial authorization;

* Biometric categorisation systems using sensitive characteristics (e.g. gender, race, ethnicity, citizenship status,
religion, political orientation);

* Predictive policing systems (based on profiling, location or past criminal behaviour);

* Emotion recognition systems in law enforcement, border management, workplace, and educational institutions;
and

* Indiscriminate scraping of biometric data from social media or CCTV footage to create facial recognition
databases (violating human rights and right to privacy).

https://www.europarl.europa.eu/news/en/press-room/20230505|PR84904/ai-act-a-step-closer-to-the-first-rules-on-artificial-intelligence



HIGH RISK (5-15% OF EU Al)

TAsIASI9WUg U
N&1AtY (Safety
Component of
Critical
Infrastructure)
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THE HIGH-RISK ARE ALSO STILL NEGOTIATED.

= Al systems to influence voters in political campaigns

= Al systems in recommender systems used by social media platforms (with more than 45 million users
under the Digital Services Act).



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L:2022:277:TOC

LIMITED RISK

' " Emotion & VHHLP Impersonation &
o o ( coe
' Lhatbots Biometrics Deepfake




HIGH-RISK Al OBLIGATIONS
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tana1snsmAlA (Technical Documentation)
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Q Follow instructions

O Q Monitor performance

Q Report incidents/malfunctions

User
Q Keep records/docs

Q Cooperate




Importers

Check conformity assessment

Affixing contact details on the product

Keep a copy of the EU declaration of
conformity

Keep tech doc

SIOIVIOI®

Cooperation




I

Distributor

Verify importer

Inform provider/importer of
suspected non-conformity

Traceability

QQOQC

Cooperation




PUNISHMENT

Fine < EUR 30M /

6% worldwide
annual turnover

4 )
Max only

when it’s

prohibited Al
- J

SMEs: Fine < 3%

Annual turnover

(

\_

~

<250
employees or
< EUR 50M )




3 KEY TAKEAWAYS

Not all ethical Many ways to

aspects are make people
equal. 'care’: Risk-based

Different aspects
of ethics




THANK YOU

PEERAPAT.CHOKESUWATTANASKUL@GMAIL.COM




