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HEALTHCARE DATA BREACHES OF 500+ RECORDS
(2009 - JULY 2023)
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INDIVIDUALS AFFECTED BY HEALTHCARE DATA BREACHES
(2009 - JULY 2023)
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Rank [Name of Covered Entity |[Year |Covered Entity Type|individuals Affected |Type of Breach
Hacking/IT
1 Anthem Inc. 2015 Health Plan 78,800,000 . g/
Incident
American Medical ] ] Hacking/IT
2 . 2019 Business Associate [26,059,725 . g/
Collection Agency Incident
. . Hacking/IT
3 HCA Healthcare 2023 Business Associate |11.270,000 . g/
Incident
Hacking/IT
4 Premera Blue Cross 2015 Health Plan 11,000,000 . g/
Incident
Hacking/IT
5 Excellus Health Plan, Inc. [2015 Health Plan 10,000,000 . g/
Incident
Managed Care of North . . Ransomware
6 . 2023 Business Associate |8.923,662
America (MCNA Dental) attack
. . Ransomware
7 PharMerica 2023 Healthcare Provider|5.815,591
attack
Science Applications
8 International 2011 Business Associate 4,900,000 Loss
Corporation
University of California, . Hacking/IT
9 y 2015 Healthcare Provider 4,500,000 . g/
Los Angeles Health Incident
Community Health .
¥ . . . Hacking/IT
10 Systems Professional 2014 Business Associate |4.500,000 Incident

Services Corporations
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All your files stolen and encrypted
for more information see
RESTORE-MY-FILES.TXT

that is located in every encrypted folder.
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The Institute of ) was

established in 1977 as an academic
institution of higher education dedicated
to the study of Islam, with a particular
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l IS @ quadruple play
Telecom operator (mobile, landline,
Internet and TV via the SFR box) with
more than 1.5 million customers. (part 2

el A, ®

PUBLISHED

Mobile is a quadruple play
Telecom operator (mobile, landline,
Internet and TV via the SFR box) with
more than 1.5 million customers. (part 1)

44 -

artitioning speaalist VLP has
speaalised since 1982 in bespoke
“flexible partitioning” for a wide varnety
sectors, with products indudina:

PUBLISHED

[4.7 TB Files) ocument
and printing solutions tailored to address
each dient’s unique needs

[ S EeE N |
PUBLISHED

[part 1]
is one of the Top 100 Fitness and
Weliness Clubs in America.
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operates as
cabbage producer. Ihe Company offer:
variety of cabbage and organic produc

including spnnq | ¢h, red, gree
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(uU 2022 210 14 HUOgvU
Us:=u1au 619,000,000 un

(uU 2023 v1n 6 KUJgVIU
Us:=u1ad 181 000,000 un

founded in 1957 in Milan thanks to the - iy

with more than 20 years of experience in
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NIST Cybersecurity Framework

Source: "NIST Framework for improving crtical infrastructura cybarsecunty”, waww nist gow/
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Cybersecurity Framework (CSF) Core Functions:

|dentify—Develop the organizational understanding to manage

IDENTIFY cybersecurity risk to systems, assets, data and capabilities.

Protect—Develop and implement the appropriate safeguards to

PROTECT ensure delivery of critical infrastructure services.

(o) HHTNSUIAUANILULESIND1LLAATU

Detect—Develop and implement the appropriate activities to
identify the occurrence of a cybersecurity event.

(en) W1MINIRTIERUALLEN TETINUANAINNLBLUES
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T

Respond—Develop and implement the appropriate activities to
RESPOND take action regarding a detected cybersecurity event.

Recover—Develop and implement the appropriate activities to
RECOVER maintain plans for resilience and to restore any capabilities or
services that were impaired due to a cybersecurity event.
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Reskill and Upskill
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2 How to establish the Sectoral CERT
3 Panel Discussion Sharing Experience of CERT Incident Response
4 Workshop: Incident Response Plan (IRP) development & Exercise
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1 Introduction to Incident Response frameworks
2 Incident Response processes in action
(Forensic / Analysis & Evaluation event & evidence
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ThaiCERT

Thailand Computer Emergency Response Team

By NCSA Thailand

.
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7.SOC as a Service 8. DFIR Team

These five reasons are to be
noted. Therefore, learning
Cybersecurity is very
important Today!
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