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Emerging Governance Gap of Al

FIGURE 4 | Time horizon and risk level of emerging governance gaps /// /////‘
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ISO/IEC 38507:2022 Information technology — Governance of IT — Governance implications of the use of artificial intelligence by organizations



Risk - effect of uncertainty on objectives
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Who could be affected and what's at risk

Unintended consequences of Al

While Al and advanced analytics offer many positive benefits,
they can lead to significant unintended (or maliciously intended)
consequences for individuals, organizations, and society.

¥ Individuals f\ Organizations - Society

Physical safety Financial performance National security
Privacy and reputation Nonfinancial performance Economic stability
Digital safety Legal and compliance Political stability
Financial health Reputational integrity Infrastructure integrity

Equity and fair treatment

Source:



https://www.mckinsey.com/capabilities/quantumblack/our-insights/confronting-the-risks-of-artificial-intelligence

Different Context, Different Risks

Risk - effect of uncertainty on objectives
(wans:nuuavAUTLLUUDU DU uTUa LU KU ARIKUQ)
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Where Al risks arise

A WLdgoawisatnala
funnns:uduNs
OaoqdVdsEduUoV Al
(Al Lifecycle)

L E YA arise and how to

for them

Risks spanning the entire life of an Al solution, from its conception to when it's
used and monitored, can touch off unintended consequences. We've identified
risk-specific controls that can help companies manage them.
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Adversarial Machine Learning
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Source: https://www.linkedin.com/feed

Extraction Attacks: These attacks are like a silent robbery. They aim to
clandestinely extract sensitive information from a model—be it our
invaluable training data or parameters.

Inference Attacks: Here, attackers act like detectives, inferring the
output of a machine learning model by merely observing its behaviour—
no direct querying required.

Poisoning Attacks: This is akin to tampering with the recipe of a dish.
These attacks contaminate the training data of a machine learning
model, leading it to serve incorrect predictions.

Evasion Attacks: In these, attackers become crafty artists, designing
inputs (known as adversarial examples) that are expertly engineered to
trick the model into making a wrong prediction.

:7098199693863624704/?2utm_source=shareSutm_medium=member_de Op
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GENERATIVE Al:
IMPLICATIONS

FOR TRUST AND

%QQJIVFD ﬂ i x,F
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NEW RISKS WITH
GENERATIVE Al

Trustworthy Al literature has identified a few governance areas,
which typically deal with robustness, explainability, algorithmic
fairness, privacy and security. The Singapore Model Al Governance

Framework and OECD Al Principles outline these core areas.
Even though these governance areas continue to remain relevant,
generative Al also poses emerging risks that may require new
approaches to its governance.




GENERATIVE Al:

RISK 1: MISTAKES AND “HALLUCINATIONS”

GOVERNANCE

Like all Al models, generative Al models make mistakes. When
generative Al makes mistakes, they are often vivid and take on
anthropomorphisation, commonly known as “hallucinations”.
Current and past versions of ChatGPT are known to make factual
errors. Such models also have a more challenging time doing

tasks like logic, mathematics, and common sense?. This is because
ChatGPT is a model of how people use language. While language
often mirrors the world, these systems however do not (yet) have

a deep understanding about how the world works. Additionally,
these false responses can be deceptively convincing or authentic.
Language models have created convincing but erroneous responses
to medical questions, created false stories of sexual harassment and
generated software code that is susceptible to vulnerabilities.




GENERATIVE Al:
IMPLICATIONS

"GOVERNANGE. RISK 2: PRIVACY AND CONFIDENTIALITY

Generative Al tends to have a property of “memorisation”. Typically,
one would expect Al models to generalise from the individual data
points used to train the model, so when you use the Al model there

IS no trace of the underlying training data. As the neural networks
underpinning generative Al models expand, these models have

a tendency to memorise. For example, Stable Diffusion tends to
memorise twice as much as older generative Al models such as GANSs.

There are risks to privacy if models "memorise”
wholesale a specific data record and replicate it
when queried.



GENERATIVE Al:
IMPLICATIONS
FOR TRUST AND
GOVERNANCE

Privacy & Copyright Concerns with Diffusion
M O d e I S Training Set Generated Image

Caption: Living in the light Prompt:
with Ann Graham Lotz Ann Graham Lotz

Original:

Generated:

Carlini et. al., Extracting Training Data from Diffusion Models, 2023
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GENERATIVE Al:
IMPLICATIONS
FOR TRUST AND
GOVERNANCE

RISK 3: SCALING DISINFORMATION,
TOXICITY AND CYBER-THREATS

Dissemination of false content such as fake news is becoming
increasingly hard to identify due to convincing but misleading text,
iImages and videos, potentially generated at scale by generative Al.

Toxic content — profanities, identity attacks, sexually explicit content,
demeaning language, language that incites violence — has also been a
challenge on social media platforms. Generative models that mirror
language from the web run the risks of propagating such toxicity.
But it is not as simple as just filtering or checking against toxic
content. A naive filter for generative Al that refuses to answer a
prompt like “The Holocaust was..” risks censoring useful information.



GENERATIVE Al:

RISK 4: AN ERA OF COPYRIGHT CHALLENGES

Al and machine learning models have always operated on the basis of
identifying patterns present in relevant data. Current generative Al
models require massive amounts of data. Scraping the web for data
at this scale has exacerbated the existing concerns of copyrighted
materials used (e.g. Getty Images suing Stable Diffusion over alleged
copyright violation for using their watermarked photo collection).

Content and style copied Style copied

Generation

Top Match




GENERATIVE Al:

FOR TRUST AND RISK 5: EMBEDDED BIASES WHICH ECHO IN

GOVERNANCE

DOWNSTREAM APPLICATIONS

Al models capture the inherent biases present in the training
dataset (e.g. corpus of the web). It is not surprising that if care is
not taken, the models would inherit various biases of the Internet.
Examples include image generators that when prompted to create
the image of an "American person”, lightens the image of a black
man, or models that tend to create individuals in ragged clothes
and primitive tools when prompted with “African worker” while
simultaneously outputting images of happy affluent individuals
when prompted with "European worker”. In particular, foundation
models risk spreading these biases to downstream models trained
from them.




GENERATIVE Al:
IMPLICATIONS

" GOVERNANCE RISK 6: VALUES, ALIGNMENT, AND THE DIFFICULTY
OF GOOD INSTRUCTIONS

Al safety is often associated with the concept of value-alighment

- i.e. alighed with human values and goals to prevent them from
doing harm to their human creators. Al scientists and designers

have always faced the challenge of formulating how to instruct Al
systems to achieve certain “objectives”, defined in precise terms.
Hence, objectives are often mis-specified or represented using simple

heuristics. This can lead to potentially dangerous outcomes when
the Al systems blindly optimise for these objectives. OpenAl’s blog
highlights a gaming agent purposely crashing itself over and over to
gain additional points.

An objective function for Al assistants needs to prioritise between
the assistant being “helpful” or “harmless”. However, it is difficult to
define and specify what these concepts are, and how to trade-off
between them.
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https://www.tiktok.com/@deeptomcruise?lang=en
https://www.linkedin.com/company/evolving-ai/
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https://vulcanpost.com/832253/how-singapore-plans-to-address-threats-posed-by-generative-ai/

[ LLmor J
Prompt Injection

This manipulates a large language
model (LLM) through crafty inputs,
causing unintended actions by the LLM.
Direct injections overwrite system
prompts, while indirect ones manipulate
inputs from external sources

ad

Sensitive Information
Disclosure

LLM'’s may inadvertently reveal
confidential data in its responses,
leading to unauthorized data access,
privacy violations, and security
breaches. Implement data sanitization
and strict user policies to mitigate this.

OWASP Top 10 for LLM

Lm0z

Insecure Output
Handling

This vulnerability occurs when an LLM
output is accepted without scrutiny,
exposing backend systems. Misuse
may lead to severe consequences like
XSS, CSRF, SSRF, privilege escalation, or
remote code execution.

ad

Insecure Plugin
Design

LLM plugins can have insecure inputs
and insufficient access control due to
lack of application control. Attackers
can exploit these vulnerabilities,
resulting in severe consequences like
remote code execution.

Training Data
Poisoning

Training data poisoning refers to
manipulating the data or fine-tuning
process to introduce vulnerabilities,
backdoors or biases that could
compromise the model’s security,
effectiveness or ethical behavior.

 LLmos J
Excessive Agency

LLM-based systems may undertake
actions leading to unintended
consequences. The issue arises from
excessive functionality, permissions, or
autonomy granted to the LLM-based
systems.

D

Model Denial of
Service

Attackers cause resource-heavy
operations on LLMs, leading to service
degradation or high costs. The
vulnerability is magnified due to the
resource-intensive nature of LLMs and
unpredictability of user inputs.

[ LLmos
Overreliance

Systems or people overly depending on
LLMs without oversight may face
misinformation, miscommunication,
legal issues, and security vulnerabilities
due to incorrect or inappropriate content
generated by LLMs.

Vulnerabilities in applications using LLMs

 Luwos

Supply Chain
Vulnerabilities

LLM application lifecycle can be
compromised by vulnerable
components or services, leading to
security attacks. Using third-party
datasets, pre- trained models, and
plugins add vulnerabilities.

D
Model Theft

This involves unauthorized access,
copying, or exfiltration of proprietary
LLM models. The impact includes
economic losses, compromised
competitive advantage, and potential
access to sensitive information.

Source:



https://owasp.org/www-project-top-10-for-large-language-model-applications/llm-top-10-governance-doc/LLM_AI_Security_and_Governance_Checklist.pdf
https://owasp.org/www-project-top-10-for-large-language-model-applications/llm-top-10-governance-doc/LLM_AI_Security_and_Governance_Checklist.pdf

Vulnerabilities in applications using LLMs

Extracting Training Data from
ChatGPT

AUTHORS PUBLISHED
Milad Nasr*?, Nicholas Carlini*!, Jon Hayase®?, Matthew November
Jagielskit, A. Feder Cooper3, Daphne Ippolito®#, 28,2023

Christopher A. Choquette-Choo?, Eric Wallace3, Florian
Tramer$, Katherine Lee*12

*Google DeepMind, * University of Washington, *Cornell, *CMU, SUC
Berkeley, ETH Zurich. * Joint first author, “Senior author.

We have just released a paper that allows us to extract several megabytes of ChatGPT's
training data for about two hundred dollars. (Language models, like ChatGPT, are
trained on data taken from the public internet. Our attack shows that, by querying the
model, we can actually extract some of the exact data it was trained on.) We estimate

that it would be possible to extract ~a gigabyte of ChatGPT's training dataset from the

model by spending more money querying the model.

Unlike prior data extraction attacks we've done, this is a production model. The key

distinction here is that it's “aligned” to not spit out large amounts of training data. But,

by developing an attack, we can do exactly this.

Source:

4y Default (GPT-3.5)

READ:

[arxiv]
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https://not-just-memorization.github.io/extracting-training-data-from-chatgpt.html
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Al Risk Management Framework

ISO/IEC 23894:2023 Information technology —

Artificial intelligence — Guidance on risk Artificial Intelligence Risk Management

Framework (Al RMF 1.0)

e .
y
/ Continngl Integrated
/ Improvement
//
| nd Map Measure
[ T | reaion (R Context is -
recognized and Identified risks
risks related to are assessed,
context are analyzed, or
identified i tracked

Govern
A culture of risk
‘management is
cultivated and
present

| an
| Best Protection
I\ Available
\\ Information
\
\ @
/ /\
Integration Principles (clause 4)

Improvement

Leadership and
Commitment

Manage
Risks are prioritized
and acted upon
based on a
projected impact

MONITORING & REVIEW

Implementation
RECORDING & REPORTING

Framework (clause 5) Process (clause 6)

HUIEIKQ: uiasgiu ISO/IEC 23894:2023 10udduvene (Extension) 2nuiasgiu ISO 31000:2018 Risk management —
Guidelines NoSUYS1IVALLDY ALWULOUTUADUYDONISUSKISIaNISADWLAY 00 INMISUS:YNATS Al

. )
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Risk Management Process

Risk Management Process U990 ISO 31000:2018 Risk management — Guidelines

1

Communication and Consultation: Joa151La:K159SdUNUSEKI10
unansmgludvAnsua:zWiodsulaide nineddoonunisus:gnats Al

Risk Criteria: NMaAd> W ovaUwaLa:usunyaunisUs:gnalts Al
soufuoMKuaNEUATUNISUSELTUADIULEY O

Risk Assessment: Us:lJUADWIEY0IWDTRDOANSUDOLIRUADIULEOLA:
Wwans:nuno1INaduIINMISUS:gNATS Al soufivuiasmistunisAdUAU
ADULFEYOAVNATD

Risk Treatment: msﬁ'u-iuoumsmsﬁ‘mm:au'fumsnauquua:ur‘ﬂu
ADLEYY SOUHRVIAMUNUMSANTUNISIWDADUAULALLNTUADIULEYD
(Risk Treatment Plan) wwonduAuADWLId8VTHDE TUUDULLONYDUSULQ
(Risk Appetite)

Monitoring and Review: thaaaiwuaznunduds:anSniwiunisAd1u
Auua: uiluAUEyoNIAalU

Recording & Reporting: UUNNUA:S1IVIUNANISUSKISOaNISADIY
1dg0 daAruzNssuUNMSAINUQUAaY ynaIns ua: Widouldidenineodoo
iWous:iTuwanmsujUaoiu (E\_/aluatlon) nazJsudsous:ansniwtuns
USH1S9QMISUA:ADIWANADIULEY D

Scope, Context, Criteria

Risk Assessment

Risk
Identification

Risk
Analysis

ONSULTATION

Risk

Evaluation

COMMUNICATION &

MONITORING & REVIEW

Risk Treatment

RECORDING & REPORTING

NITUIUNITLIMTIANTIIAULTD IO V993U
ISO 31000:2018 Risk management — Guidelines
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Al Risk Management Framework
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Risk Treatment 4
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based on a
projected impact
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What is Al Governance?

sssulnulatunisus:anats Al (Al Governance)

nNnuqQuarkiuNMsMKBuaulsulg YuadUUHUa uaziasSoolatunisujuaoiu

inanisUs:gnals Al aghoundusuNasou (Responsible Al)

ussammi]muwr'fri’muo ADIUEDOAADVIUHANNISISYSSSU
(Achieve Business Objectives) Uryryds:auig (Al Ethics Principles)

© (4]

A2IWED0AADVMUNAKUIYLLA=UDNIHUQ n:)unun:)'lmaaonmaaowans nunaunnan
(Compliance) 1NY2UD0 20ANS ua:doAu (Risk Control)
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Al Governance Framework

GOVERNANCE
GUIDELINE

psaumsri"l\nu
IWDauvauuldina

SSSUINVa
fumsus:gnalds Al
Us:nouade
3 pvAUs-nNDUHAan laun

Al Governance
Structure

nIsnKualAasoasionis
nnuQua

11 Al Governance
Council: Atu:nssun1s
nmnuqQuansus:gnald
Al

12 Role and .
Responsibility: HUA
LLa:ADIWSUNQUDU

1.3 Competency Building:
MISWQUUIFNEMW
unaINs

Al Strategy

mismKBuanagnstunis
Js:gnats Al

2.1 Responsible Al
Strategy: n1snKuana
gnStunisus:gnats Al
28100ADWSUNQBDU
Al Risk Management:
NISUSHISOONISADIY
ldgoonmsus:gnats
Al

Al Operation

msri"lﬁqquams
Jpuaoiwuntngsdoonu Al

3.1 Al Lifecycle: nasninu
QUAaNAadAdVISTIOUDV
Al

3.2 Al Service Provision:
nIstiusnis Al
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