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Common misconception:
Microsoft takes care
of my data
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Common misconception:
Microsoft takes care
of my data

i 0 Microsoft 365 ’

Customer

reality

Microsoft takes care of the
infrastructure, but

the data remains the
customer’s responsibility

Your responsibility Microsoft’s responsibility




Microsoft 365 data is attacked and

80"

of vulnerabilities discovered
involve Microsoft 365 datal

53"

have experienced data loss or
corruption in Saa$S applications in
past 12 months?

critical data loss is common

<25”

are able to recover 100% of their
Microsoft 365 data during a data
loss incident?



Microsoft 365 data is attacked;
critical data loss is common

2c 53 10x

of Enterprises will prioritize Cited better protection of Saa$ as Faster recovery times are

backup of SaaS apps as a something they would change achieved with Veeam
critical requirement by 2028,

compared to 15% in 2024

Sources: Gartner Top Trends for Enterprise B&R for 2024, Veeam Cloud Protection Trends Report 2024
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There are 7 reasons WHY you need Microsoft 365 Backup

Accidental deletion ? Retent!on policy
- confusion/gaps

External security
threats __ Legal

and compliance
Ransomware/ Q requirements
rogue apps

Teams

data structure

Read the Special Report on the 7 Reasons at:
https://go.veeam.com/wp-why-backup-office-365-data
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Internal
security threats

Malicious insiders/
departing employees

Managing hybrid
deployments
and migrations


https://go.veeam.com/wp-why-backup-office-365-data
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1. Accidental deletion

1

nsaaaudayalag luifslanesildenu (Human error) udaiisdayamaniuaglu Delete
Item luszazinauuaniuIzazna NszuuaNsaiudaya lile (30 du)

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. veeam



Native M365 Protections Data protection is important for the M365 apps

serving your key business operations. Here’s a brief

at d Glance look at what Microsoft has built in:

[ ]
N a t I Ve ' Exchange + Retention default for deleted items is 14 days, up to 30 days, if configured
Online + Retention default for deleted email boxes is 30 days
IVI 3 6 5 * Retains deleted items for 93 days by default for Site Collection Recycle Bin

. OneDrive + Retains deleted items for 30 days by default for a User’s Recycle Bin

P rote Ct i O n S + Recovery of data back to a pointin time for up to 30 days, if configured

+ Retains deleted items for 93 days by default for Site Collection Recycle Bin

S . K B . * SharePoint * Retains deleted items for 30 days by default for a User’s Recycle Bin
avi ng you r ey USINESS + Retains backups of deleted items for an additional 14 days
Ope rations. * Admins can recover deleted site collections + contents within 90 days

® + Message retention default ranges from 1-7 days
“ ' Teams . i , -
+ Other data types have limited retention based on the services providing them




appu AN lnafluRasiisruudisesuaziaudeyadusu Microsoft 365

1. Accidental deletion
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nsaaaudayalag luifslanesildenu (Human error) udaiisdayamaniuaglu Delete
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Use Case: Accidental Deletion
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2. Force decrease storage quota

< Qﬂf«i’ﬂﬂmmﬂﬁnmuwumu OneDrive a1n 5TB
111a8 100GB ‘mﬂ‘wL@@@ﬂ@iiﬂiuﬂﬂ@@muﬂwum
o Audeyalunisinau Gasanile SharePoint
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‘ 3. Legal and compliance
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2 ways to protect Microsoft 365 with Veeam

Backup Microsoft 365 your way — choose from a comprehensive list of deployment,
management and delivery options.

Microsoft

365

Veeam Backup Veeam Data Cloud
for Microsoft 365 for Microsoft 365

© 2024 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Secure by design

@' 15 x01
%01
G ﬂ o1%
Global security certifications Data held in dedicated 256-bit encryption for
ISO 27001, 1SO 20000 (ITIL), storage account in region all data in-transit and
ISO 9001 at-rest
@ a ‘o ®
o000 (o ]
\/ M
Regularly externally Immutable backups to Microsoft SSO Support cannot access
verified by 3" party pen prevent modification and with MFA data without customer
testing deletion authorization
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Veeam Data Cloud
for Microsoft 365

Resilient Data Protection Made Simple for Microsoft 365

= ©

O o580

Trusted, industry-leading Modern, secure Everything is
technology and intuitive included

NEW!'Now powered with Microsoft 365 Backup Storage!
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Everything is included

Software, backup infrastructure and unlimited storage bundled together with ongoing
maintenance covered by the experts

-

g

Core
components

Veeam Server

)

Proxies

Unlimited storage

—  Operations

Networking

Infrastructure
management

C

Maintenance

Veeam-managed service delivery

—

Veeam Data Cloud for Microsoft 365

Automation

Updates

Patches

Network security

)

——

Backup
AS

Vv

Create backup
jobs

I

User-controlled

— Restore —

1\

@

Recover quickly

Backup Operations

—

eDiscovery —

N

Q

Advanced search

Customize your backup

Alter retention period

Storage region of your choice

& easily and find
Optional configuration:
Security Analytics
Role Based Access Control Generate reports

Restrict access by IP range

Diversify storage repositories

Manage licenses &
monitor activity

Export logs to SIEM
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\veeam

Veeam Data Cloud
for Microsoft 365

Backup Policies

Search

BACKUPS
| Outlook
OneDrive
SharePoint

Teams

Notifications
Settings

Support

My Profile

Version: 1.6.0

Backup Status

Last Backup 06/08/2024 9:00:11 PM
Status Succeeded with Warnings
Restore Points (N) 1961

Storage Use (GB)
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1000
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M365 Licence Activity 30days ~

24 Active &

Inactive
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[ View Inactive Accounts ]

Choose from the options below if you wish to explore your backup:

@8 Outlook

Backup Users

Protected Accounts 180
Total Accounts 190

Unprotected Accounts O

Proportion of protected accounts

VDC Licences

1 9 0 Protected
24 166

Licenced No licence required

[ Manage Licences

O Unprotected

@ OneDrive

Backup Retention

Target 7 Years
Current 3 Years 2 Months 11 Days

Oldest Retention Point  28/05/202

Progress towards target retention

M365 Storage Use (GB)

958.31GB

Highest Storage Users

joseph.watkins 130.54

hung.dm 9323

Nipun.pawar 217

martyn_howie

50 100 150 200 250 300

=
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veeam Al Powered Insights for Microsoft 365 By VeeamTestog v 10 & @

88 Dashboar Welcome, Rick Vanover!

Overview @

2 OneDrives with h gh change rats Leam More

Users Updated 15 minutes ag Data Updated 15 minutes ago :

Outlook Protected 19 % Unprotected O SharePoint Site with high change rate
Mailboxes

Vulnerable

grificant user base unprot

OneDrive Protected 22 & Unprotected 6

Protected 2 2

Users SharePoint  Protected 18 2 Unprotected 10

Sites

® 0

Unprotected
Users

&

Teams Protected 21 % Unprotected 7

Policy Failures Policy Warnings Policies within SLA

& 100%

Learn More

How to Protect your Organization from Ransomware Best Practices for Secure Hybrid and Multi-Cloud Backup Assessing your Organization's Security Posture
Attacks

Prevention is an essential part of any hybnd cloud security strategy that A global ass ment of an organization's physical and software secunt
seeks to mitigate the risk of data loss because Ly threals like threat detection, and recovery strategy iIs the first step of a
ine thing a s have had on their minds the last J f years, is If their - 4 J 9)

frast ture and services are safe from ransomware attacks

[ | parn Mare Learn Mare Learn Maore
https://gray-rock-0aT0b140f.5.azurestaticapps.net/topaz-dashboard v

(e,




Follow us! Join the community hub:
M fxX0O| s
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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