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The Results of Current Efforts B 22 CVnerio

C n G Universityer Vermont
H N E HEALTH }N ETWOREK SBSM

HEALTHCARE oR2geat $102M
O Scrip 113M
® $22M Ransom Paid > SCripps >
d e
Cascading Cost: Up to S100M / Day / Provider : $150M
@
Real Initial Costs: S872M 500
. If $600M
Records Exposed: ~120M (Equivalent to all 2023) @&. Margasef's Health o1 0SED

APAC

« Australia: 22% of all data breaches are in healthcare

« Singapore: Healthcare IT Providers routinely block 3,000 malicious
emails daily per location 1 1 o

» Singapore: Healthcare IT Providers experiences 1.7 million attempted 7'1 min 1 In 3 35 A
breaches monthly per location

- Global: Average Breach Cost is $11MM

» Global: Healthcare accounts for 70% of successful ransomware
attacks annually
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Healthcare Cyber Records Exposed Increased Mortality
Attack Frequency (US) Rates During Attack
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Center

What is the motivation? B

O

e Record Value
o SSN: ST
o Credit Card: S5
o ePHI: S50 - $250

e Ransom Payments
o 2023:S100M
o Change: S22M Alone &,
o 47% Pay Ransom

e [riple Extortion
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People may died
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Longer length of stays

An increase in mortality
rate

Increase in patients
transferred or diverted to
other facilities

Delays in procedures and
tests resulted in poor
outcomes

Increase in
complications from
medical procedures

i Emergency Services

» Loss of communication
with other hospitals
« Diversion of

EB ambulances
.
Patient Portal
53.: « [Inabibty to view
%o records, test results,
Of UpComing
appointments
Laboratory
=]
37  Closte  COVD.1 et
sites
* Delay of processing and

Outpatient Services

« Delay or cancellation of
eleclive surgenes

Radiology

* Inability to requisition
sSCans of Imaging

Electronic
Health Records

* [naccessible patient
record systems

« Slaff required to manually
record patent progress
and treatment

techtarget.com/searchsecurity/feature/Studies-show-ransomware-has-already-caused-patient-

deaths
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How they can attack us?
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RISK of Being Attacked Bp 2o Cnerio

Partial Protection

x @ on medical device

;‘A‘

Yosodlsianwzueadiu

Legaey - @)

Software m k =

s avilowadlsanwsunadidoaliii

. cTTS Slow Response

No Segmentatlon /B 81O on medical attack
Medical Devices ®|[e] @ [
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R mauaUossuanaulis
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liifinnsuun Zone wosaunsal s1l @ x Lack of

Rely on Standard

Cybersecurity Solution

S viot/IT Expert
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How can Cynerio and BMSP Solve?
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Cyber Hygiene(Legacy Device Issue) B 26 L vnerio

Risk Name CVE-2020-1938
£ Witrea Advanced Visualization Platform
@ FujiFilm Synapse Radiology PACS Impact (environmental score)
I b P s B Pt bz S ePHI Rish
Intarfsceiihulhanticasion &Pl Risk n Confidentiality High
. ' ; 10 Patient Safety Low
; 0 Critica 10
Service Disruption High
: . i "\-\,_ Q/ 1 Q/ =0 P
GE Muse Cardiology Information System (_ Critical ) U2ANSYAUANMNLALNLIAYAINNIUNSYANDTIN
Interfaces/Authentication ePHI Risk
* HTTP - Unauthenticated * Volume - High * Volume - High ePHI T'f," pes
* HTTP * Sensitive ePHI - * Sensitive - High
Patient Mame Health plan beneficiary numbers
3 Epic Radiant
Patiant 10 Carirficafialhornsd numbers
Iniarinessrfamhbentizcation aFH Erk
Iz Vitrea Advanced Visualization Platform
Phone Mumber Vehicle ientitlers
Intarfaaedhuthesicasian HEHI Higk
Geographic data Weab UELs
FAX nusmbors Dowice identiliers
Social security number IP addresses
Email addresses Facial photos
B
Madical rgcord mambars Brormetnie identifiers
Bccount numbers IJ11-i|:|l.|e mdentifying numbers or code
Aumngadinivasaunsal ¢ ¥ 7N O O P
e vananualzdayadnuanan lvnulinszuu
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Medical Device Segmentation B8 CVYnerio

uustiinusiazadnsaliinisauduniouanosalstng

Types Services
Building Automat... Endpoint Protection ESET
F Trane
Windows Update
Action Required I
! . , 0S Services Windows
! Improve Your Score to 70 by Taking These Actions:
Current Score Potential Score
48.2 — 70

____________________________________ Score Mitigation Action Device Type

+10.2 Apply East-West Segmentation IV Pump '

+ 4.0 Apply East-West Segmentation V Pump

+4.0 Apply North-South Segmentation

C g | Apply East-West Segmentation Patient Monitor

- Cannot Communicate with Hacker
+1. Apply Service Hardening IV Pump
svyn1sRoanss:iing aunsal Tie i A itv Tiigguasgl
‘U & ) neLUENWNN Security [iaduaedls
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Medical Device Focus

Anaesthesia
Machine

41

iie

CVIS Server
2

Interface Engine

m | :

PACS Server
44
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BIS Monitor

6
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DICOM Printer

1
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IV Pump

1,473

Patient Monitor

707

Blood Coagulation
Meter

4

Dicom Scanner

8

i

LIS Server

12

—_—

PCR Analyzer

2

-

Blood Gas Analyzer

77

T
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DICOM Workstation

66

CAn)
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Medical Device

201

-

Point of Care
Analyzer

2

|F|

Cardiograph

11

-~
C&f
Fluoroscopy

2

Medicine Dispenser

271

i I

Radiation Dose
Management

1

Gateway

53

< M

Microbial Detection

m | :

RIS Server

3

=8

L
Chemistry Analyzer

v

= [

Glucometer

522

Molecular Testing

4

S5ample Handler

1

SOC

Risk Threat Intelligence

~~= Weaponization
—'@j} Difficulty
Easy
Exploit Code Maturity
0 Functional Exploit Exists
@ Exploited in the Wild
True
Lateral Movement
. , True

srunslan@ivionaaninduldusiaraunsal
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Exploit Kits &
Malware

Forged-PAC
Ryuk
Contl
Epsilon Red
Cuba
Exploit kit 1



Full Visibilities and Protection

XDR

NSl Y

EDR

Endpoint Detection
and Response
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Traditional IT
(Windows)

loT / IoMT / OT

Extended Detection and Response

M

NDR-H
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Network Detection
and Eesponse

| e L

SOC

SErvers
(Cloud / Local)

MDR
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Managed Detection and response
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Hacker get blocked
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Realtime Detection/Protection

Malware - Lateral Movement

Attack Description

On 2024-04-10 at 13:52 UTC, a Windows computer DESKTOP-SX3EYDP was infected with Qa
kbot (Qbot) malware. The Qakbot infection may have spread to another computer on the
network DESKTOP-AM7UTX. The infected machine DESKTOP-5X3EYDP was also observed ¢
onnecting to multiple SMTP servers, which is indicative of spambot activity.

Click for more info

@ SOS Action

1. Isolation - Disconnect the affected systems from the network immediately.

2. Check if other devices were affected, and try to estimate the size of the attack.

3. Identify suspicious Programs or processes running on the affected devices, and
remove them. Consider using a suitable scanning software for this process.

4. Policy - Block all traffic from the malicious domain the file was pulled from (if

known).

| Quarantine |

Cynerio Live

5 QakBot Malware Spreads on Network B ( New )

Cynerio Live - Analyst Note

A CynerioLlive analyst validated the detections and assessed that the machine DESKTOP-
SX3EYDP is indeed infected with Qakbot, AKA Qbot. The indicators observed are consistent
with Qakbot, including TLS certificates, and the external SMTP connections that indicate
spam-sending activity. We have yet to see indications that DESKTOP-AM7UTX is also
infected, but it is usually preferable to err on the side of caution so it should be treated as
such.

Attack Schema

First Seen - 04/10/2024 12:52:34 Last Seen - 04/11/2024 08:05:14

(/- / .fy--_-ﬁ\‘-.l
'\g“R@/ 7 External Afldresses / m— 2 Targets

f5IFUANNSIANG Tuszuunasiloafudnlinds
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Attack Detection & Response Monitoring Matrix

Security Events Last 24h Monitored Assets
Exploitation Attemp 2 Lawt 248 Tata
Connection to Suspicious Domain 17 Medical 5,103 5478
Default / Weak Password 43 I T35 953

Internet Browsing 52

Monitored Connections

wst 24k Total

[= !l 2
e 6,707 150,131
' ! 6 ernal Inbound 0 3,309
k r 1 Outbound 19,672 944179

AsUnslansisinegitanduluane 24 ol




Generative Al B 25 CVnerio

d Al pos Suggest uazmauasl lananazinnnslaus

GenAl: Advanced Analysis

Cynerio
Copilot

Table Report WannaCry Risks

78 Assets 15 Identified Risks
Susceptible to WannaCry Related to WannaCry

5 P o 'Wa ry
8
05 Distribution Device Level Mitigations
Change Configuration > Software Update >
v.'‘nerio
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Cynerio TAM with BMSP B.op 26 Cvnerio
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Utilization Improvement B2 cvnerio

Site View 2 : e
uanmmmu\waqqﬂnsm
100%
Device Locator
5%
Damhbaard — Matesdl Map [ ] e L o 31 Ty &
5
L]
L= 3]
Z 5 [—— -
4] =T — )
a ¥ i3 . | - n Y ey %
25% 1 BCREE £ i
& A i T
a1 - el | » s
IT :
: ————— i [ i B OHH B |
- | L B B B BB e |
.- _- - -
Week / Hour Usage Average 1 IFRE = ) i aess
n_._l—. i L B P
1 E HEAPTT
Monday Tuesday Wednesday Thursday Friday Saturday Sunday 1—|-| L . = 8 I_ l e T
i &
00-02 o ':—I \ _1 i | T
— S— [ — i =
02-04 ’ : | L_ d ww
04-06 =
06-08 T I 1 ] I| J ] i 5 4l FH ]
b _I = L l 111 :EZ ii: iI
08-10 | - | | g T ——— & ..':. ..'.
10-12 -
12-14
14-18
16-18
18-20
20-22
Reduce Cost
0% Usage 1-25% Usage 25-50% Usage 50-75% Usage @ 75-100% Usage

~ = Taunsaimensunne Tiduian
vanusunainisladauwssalnsal

C- WWW.Cynerio.com




S ity O [
MSP CiiL‘::rty peration

Use cases
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Use Cases e v.’nerio

NHS

4 We knew that in order to secure the
IEIE D‘f w'th California, S;Tnbraa : devices, we needed to segment the
NHS Trust : 1952 as Marin i network. And to effectively segment the
/7 General Hospital + network, we had to be able to see what
. : 327 + was happening.”
Type of NHS Trust marinhealth. The only full-service, - Scott Christensen, Security and

acute care hospitalinacounty : SystemsEngineer, MarinHealth

Integrated acute, community, menta .
' of 250,000+ Medical Center

health and ambulance Trust

.——\.I"- - = —_—
12 g liel 1Ly

The Trust lacked endpoint and server
compliance and had very limited The Challenge Business Impact
visibility and reporting of devices. It

Lnen QISCOVEred a 5irnking gap DEDWesEn Achieve visibility into biomedical : Attack Detection & Response

ma ":|"_|-'_'I:| and '_||‘I"'I§I|‘I-3;E"d as5ets — '8 and other loMT device activity (ADR)

Responded rapidly to 3 malware
attacks to date, preventing

Respond to incidents quickly to Rapid Risk Reduction (RRR) infection spread from initial device
black hole’ representing almast a third of contain their impact : Achieved full visibility j=+q |
the physical hosts on the Trust's network. FProactively build security . all medical loT devices .

protection from the ground up ¢ enabling micro-segmentafidi v ;

at newly built hospital Instilled a culture of security to ;

device owners by giving them |

he Solution : v access to the Cynerio console

= okl

The ITHealth Dashboard proves itself

"an essential tool for compliance N
f ¥

reporting, hardware and software

inventory and DSFT'. Cynenio efficiently
-
delivers a complete, accurate inventory q ‘
P

of all medical devices and |oT and

i
I
-8
In
—]
|
I

helps effectively address associated -y ((

vulnerabilities —
- o .
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Please visit our Booth
(Near Main Entrance)
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