Aligning Privacy & Security

Investments to Business Value
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What is “Business Value”? Whose viewpoint?

« Value is defined as outcomes relative to
costs and value should always be define Value to
around the customer owners

* In any field, improving performance and
accountability depends on having a shared
goal that unites the interests and activities
of all stakeholders.

Value to Value to
Customers Employees

Micheal E. Porter. What is value in Health Care?
The New England Journal of Medicine. December 23, 2010.
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Alignment of IT Strategy with Business Strategy is Key...

Internal / External o IT Governance .
Strength / Opportunity Organization Strategy & IT Strategies  Measurement / Monitoring
Weak Threat ) |
cakness ' et Current relevance in today’s environment...

Competitors
J Business
g Strategy R
Enables Drives
~— IT Vision

IT Strategic

Direction
s g Future ITS >

IT Management

Strategic

.................

IT Architecture
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What is a “Smart” Hospital?

Interconnectedness makes breaches &
dangerous to all entities, Hospital Staff Mobility

ca

.~~~ Objectives ™~

Hospital Staff
Mobility 4 .
Tele monitoring, ’/ '{’ ’o\ \\
Collaboration 4 _- H "N
s @ /! N
Core Systems b == K Remote Enhanced S
ata i i
HIS, LIS, RIS EHRs, CDR, Core Systems i Medical Care  Patient Safety k it & Infosnmition
Ref;l:;ezcg?;fhnar ] ﬁ N PACS HIS, LIS, RIS '.' TV o Y Py \ EHRs, CDR,
- - 1
~ENE ePrescription .\ EE “ | PACS
Smart Hospital & 1 1
2 Referral & Discharge i  seaml Cyber
N eamless . i
A " ' Patient Flow @ =luzals LGN Resilience )
Core Infrastructures Devices \ 3
High speed reliable network  gygical devices, \ /
Identification technology Bedside medical devices ‘\\ p ’r'
Sensors networks Monitoring devices 9 Improved l‘ ¥
nbeddedisystens k- Diagnostic & 1 ctworthiness .7
.y *\.  Therapeutic S N
\ \\\ Abilities /,/ .
Advanced Technology ~~~~.__________--~~ Surgical,
High speed reliable network Bedside medical,
Sensors networks Monitoring devices

“A smart hospital is a hospital that relies on optimised and automated processes built on an ICT environment of
interconnected assets, particularly based on Internet of things (loT), to improve existing patient care procedures

and introduce new capabilities”
Modified from: www.enisa.europa.eu. Smart Hospital, Nov 2016.
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Security & Privacy
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safequarding privacy and
often concentrates on the
technical aspects, such as
encryption, firewalls, and
disaster recovery”
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Major Cyber attack on NHS England: WannaCry attack

What happened

* A cyber-attack that affected more than 60 trusts within the United Kingdom’s National Health
Service (NHS) has spread to more than 200 000 computer systems in 150 countries, including
Canada. ....

* On May 12, the “WannaCry” ransomware began affecting dozens of NHS facilities. Eventually,
more than 60 NHS trusts were hit. Many facilities could not access patient records, which led to
delays of non-urgent surgeries and cancelled patient appointments. Some hospitals had to divert
ambulances to other facilities.

 Although the NHS does not appear to have been specifically targeted by whoever is behind the
WannaCry ransomware, it was vulnerable to attack because some of its Windows operating
systems are more than 15 years old and were no longer updated or supported by Microsoft.

Collier R. NHS ransomware attack spreads worldwide. CMAJ. 2017 Jun 5; 189 (22): E786—-E787.
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Personal Data Breach: Sensitive information & Identity Theft

Healthcare Data Breaches Among England Consumers Healthcare Data Breaches Among U.S. Consumers

1in8 }1 in2 ...} 1in2

Consumers had their Breaches resulted in identity theft Consumers had their healthcare data stolen Breaches resulted in identity theft

= ° /
healthcare data stolen . ...
FROM THESE LOCATIONS: OUTCOME FOR VIGTIMS FROM THESE LOCATIONS: OUTCOME FOR VICTIMS:
© o G G
SE@ fmis @og $Kun
Pharmacy ospitals Pharmacy,

ospitals i
in average out-of-pocket costs

in average out-of-pocket costs
per incident

Highest percentage of breaches occurred

Highest percentage of breaches occurred per incident
STOLEN [ i STOLEN L)
S 15% % % AD% A% SToL 37% % % % %
USED TO: P USED TO:
BO¢ 688
(= e A @D ‘ & Lo/ 560 [a=
Purchase items Fraudulently Fraudulently  Fraudulently fill Access/modify Purchase items Fraudulently Fraudulently  Fraudulently fill Access/modlfy
bill for care receive care  prescriptions health records bill for care receive care  prescriptions health records

Source: Accenture Survey, 2017 Source: Accenture Survey, 2017

Personal health information — Sensitive information
Identity theft — Valuable information
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ZDNet

Government describes attack as "deliberate. t

VIDEOS EXECUTIVEGUIDES SECURITY CLOUD INNOVATION OXO HARDWARE MORE

D musT ReaD: How US authorities tracked down the North Korean hacker behind WannaCry

Singapore suffers 'most serious' data
breach, affecting 1.5M healthcare patients
including Prime Minister

argeted, well-planned’ and assures no medical data has been

tempered with, but security vendors warn compromised data may end up for sale on the Dark Web.

| July 20. 2018 -- 1555 GMT (2355 GMT-0800) | Topic S=curit

E BITY WE EK https://www.securityweek.com/massive-singapore-
.'-x healthcare-breach-possibly-involved-contractor

INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYSIS Subscribe (Free) | CISO Forum 2018 | ICS Cyber Security Conference | Contact Us

THE ORIGINAL SCADA/ICS

Atlanta

uncg CYBERSECURITY CONFERENCE ~ _ * r‘
CoNFERENCE | 4 October22-25,2018 F o e

[ 4

Malware 8 Threats Cybercrime Mobile & Wireless Risk & Compliance Security Architecture Security Strategy SCADA /ICS loT Security

Search ‘

Massive Singapore Healthcare Breach Possibly

Involved Contractor

BRIEFING
By Eduard Kovacs on July 20, 2018 Business Emall Address
in s [CF =
Researchers have come across two Pastebin posts that could shed more light on the data . m
breach that resulted in the health records of 1.5 million Singaporeans getting stolen by
R _"-’“
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Data Breach Cost by Industry

Healthcare | EEEE—m— o 10,55
Financial
Industrial
Technology
Erayy m 2024 wm 2023

Pharmaceuticals
Professional services
Transportation
Entertainment
Communications
Media
Consumer
Hospitality
Research
Education

Retail

Public

o

$ $1 $2 $3 $4 $5 $6 $7 $8 $9 $10 $11

E5: Cost of a Data Breach Report 2024 ' 3DMIS GREENLINE» g o e e ot B
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Data Breach Cost

USD 4.88M

The global average cost of a data breach increased 10% over the
previous year, reaching USD 4.88 million

Applying security Al and automation is paying off, lowering breach
costs in some instances by an average of USD 2.2 million. Al and
automation solutions are reducing the lifespan needed to identify
and contain a breach and its resulting damage.

46% of breaches involving customer personal data. Intellectual
property (IP) records came in a close second (43% of breaches).
Cost savings when law enforcement is involved in ransomware
attacks by an average of nearly USD 1 million, and also helped
shorten the time required to identify and contain breaches from
297 days to 281 days.

USD 2.2M

46%

UsD 1M

IEE: Cost of a Data Breach Report 2024 s DMS GREENLINEH = $ h 3K
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Cyber Security Defense in Depth

The mqre I.ayers of security, the ?ER\N\ETER SECURIT,, . Need§ to be adapted to
harder it will be to break through Message Security evolving computer

these defenses. s L e technologies, threats &
Honeypot : \\\ET Web Proxy RIT)/ P';airrlercve;ﬁr cost.

o Enterprise Content Filtering Network

Application Remote Access IDS/IPS

Firewall Mobile ENDPOINT SECURITY Virtual Physical

Security Firewall Security

Advance
Message Patch Management VolP
Sensor Security Host IDS/IPS g O et oot
Enclave Endpoint Security Personal DMZ

Firewall Enforcement ??\_\CATK)N SECURIT Firewall

Contept Dynamic Software USGCB
ICAM Security Database App Testing Assurance Compliance
i:ﬂonfiguratior; oAl Secure Gateway Sflf“ti‘i_App
anagemen Database esling
Penetration Monitoring/ P\TA SECUR’T Web Application DLP .
: Q . Security Management
Testing Scanning Data/Drive Firewall Dashboard
Continuous C&A Securit ICAM DAR/DIM/DIU  Encryption Data
T rain Classification bLs Cross Dmain ~ Security SLA/SLO
Awareness & Training Protection Rt R v =ik
DLP olution eporting

Behavior
Analysis

Enterprise Right
Data Integrity Management PKI

Monitoring Sanitization

Risk Management .
Cyber Threat Framework Security
Intelligence Policy & Compliance
Security

Architecture & Design
IT Security Assessment MISSION Advance Threat

Governance  PREVENTION Threat Modelling CRITICAL ASSETS | FocusedOps  MONITORING & RESPONSE

Digital Forensics SIEM

Vulnerability CIRT Escalation

Situation Awareness
Management

* Information Classification & Handing + Data Protection & Privacy
* Crisis Management » Vulnerability Management Policy

 Physical Security » Business Continuity Management
+ Secure Cloud Delivery + Disaster Recovery Management

Security Policies
« Risk Management - Service Continuity Management & Standards * Supplier Security « Secure Systems Operations



Cost and frequency of a data breach by initial attack vector
$5:2

$5.0

$4.8

$4.6

$4.4

$4.2

$4.0

Business email
(@] compromise, 4.88
Malicious insider, 4.99 (o]
o
Social engineering, 4.77
Unknown zero=day
vulnerability, 4.46
Known unpatched
vulnerability, 4.33

O
© Accidental data loss and lost or stolen device, 4.28
O Physical security compromise, 4.19

O
System error, 4.07

Cloud misconfiguration, 3.98

SYNERGY

Initial attack vectors and root causes

|dentity Protection &
Training of Personnel

Phishing, 4.88
O

o

Stolen or compromised
credentials, 4.81

o
6% 8% 10% 12% 16% 18%
. Cost of a Data Breach Report 2024 3 DMS GREENLINEM»



Key differences between cloud and on-premise security strategies

The choice will depend on the unique requirements of the organization, e.q., its size, budget limitations, security needs,
maintenance factors, and adherence to legal standards. If they prioritize scalability and reduced maintenance
responsibilities may opt for cloud solutions, whereas those want to fully control over their systems and be able to dedicate
internal resources might favor on-premises alternatives.

Factor

1. Control &
Management

2. Scalability
3. Cost

4. Maintenance &

Updates
5. Accessibility

6. Compliance &
Data Sovereignty

7. Disaster recovery

Public Cloud

Mainly by cloud providers. Typically built and
benchmarked against international security
standards certifications, e.g., ISO, HIPAA for
health data, PCI for credit cards

Highly scalable

Subscription model, v need for large capital
expenditure

Handled by the cloud provider — the latest security
patches are always in place

Anywhere with an internet connection, providing
flexibility for remote work & collaboration

Can be more complex due to data stored off-site
and potentially in different jurisdictions

Often includes build-in disaster recovery solution

On-Premise

Fully managed and responsible by organization.

Limited scalability

Requires significant upfront investment &
ongoing maintenance costs

Is the responsibility of the organization and can
be resource-intensive.

Typically restricted to the physical location of the
infrastructure, limiting remote access

Easier to ensure compliance with local
regulation due to data stored on-site and under
direct control

Requires the organization own DR plan




Back-up plan — Business Continuity Management

° DON’T WORRY,

: b PRACTISED THIS!

Business . f = = Y

Business > Continuity ‘, . o .7 (
Continuity Plan Management

Incidence

. M
Operational level 100%; 2nagemen -

i ————————————————————————— ;; 5 uE—

! a”’ — - - = =
Sh°”ef‘ the ;_)erlod /’/ DON'T WORRY, DISASTER

of disruption / Ve A EL 10 AVERTED! 4

l /

1 [}

1 I

1 'I

Reducing the impact 7
ofincidence W ____.----" -
—_— >
Time
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% IT Spending/Revenue & %IT Risk Investment

IT Spending as a Percent of Revenue

Cross-Industry Median | INEEG_—_—3.1%

Banking and Financial Services 6.8%
Software Publishing and Internet Services 6.6%
Education 6.2%
Media and Entertainment 5.8%
Healthcare Providers

Professional Services

Telecommunications

Insurance

Pharmaceuticals, Life Sciences and Medical Products
Utilities

Transportation

Consumer Products

Industrial Electronics and Electrical Equipment
Industrial Manufacturing

Retail and Wholesale

Food and Beverage Processing

Chemicals

2.0%
1.5%
1.5%
1.5%
1.2%
0.9%

0% 4% 8%

* % IT Investments are different among industries.
« This may reflect how IT investment are critical to their value.

Source: Gartner (2024)

Construction, Materials and Natural R
onstruction, Materials and Natural Resources ID: 822054

Energy

Executive Summary
IT Security

Percent of Total IT Spending

IT Security Spending as a

5.6%

IT Security Spendi
$709 Emplu.y.ee naper
IT Security Spendil
ﬂlousandiofl!;x::: $1.80
IT Security FTEs P nt
5.9%  oromiterEs

Source: Gartner (2024)
ID: 822104

Ke
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y Findings

For 2024, median IT security and risk management investment
accounts for 5.6% of total IT spending up from 5.5% last year as
mandates for risk reduction were at least as important as revenue
generation and cost reduction.

The percentage of IT Security Spending on traditional reactive
functions IT Infrastructure Operational Security (Firewalls/anti-virus)
continued to fall relative to more proactive functions such as
vulnerability and analytics.

The 2024 median IT security FTEs as a percent of Total IT FTEs is
5.1% down from 5.4% last year. It's possible that growth in other areas
such as digitization have outpaced staffing in security, or this may be

just sample related.
o R gt o B
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