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Source: European Commission
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Enterprises providing recurring services 
and/or dependent on their reputation for 
future sales will pay extra on the top of 

pure connectivity
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https://www.gartner.com/imagesrv/books/iot/iotEbook_digital.pdf
https://unit42.paloaltonetworks.com/iot-threat-report-2020/


4
Operator(s)
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https://www.industryweek.com/operations/50-manufacturers-experienced-data-breaches-past-year
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CASE STUDY 4
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This is a Smart Car assembly with thousands of OT devices 
and PLC’s connected via 5G. The devices has a SIM card.

The employees are connected with 5G devices as 
smartphones, AR/VR headsets, tablets, barcode scanners 
and mechanical tools.

This 5G Network deployment has the UPF On-Prem and the
NGFW is deployed at the 5G N3 and N6 interfaces

Internet

Enterprise
Network

N3

N6

Op-
Prem

5G Radio

5G Radio

Zero Trust in a Smart Car Assembly with Private 5G

5G Core

Device 1 – HMI with 5G

Subscriber-ID = IMSI

Equipment-ID = IMEI Device 2 – Operators Smartphone

Subscriber-ID = IMSI

Equipment-ID = IMEI

Device 3 - PLC with 5G

Subscriber-ID = IMSI

Equipment-ID = IMEI
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Customer tries to 
visit a malicious 

website

5G NR

Mobile 
Core 

Network

Internet

Log/ Alert

App Service

PANW
Firewall

X

Reporting 
Portal/ 

Middleware Data 
Lake

Security Scorecard

Push alert to
mobile app
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