Privacy Challenges

in the Age of 5G and Next—Gen Connectivity
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5G Full Capability will Enable Vertical Industries

5G exceed 4G Capability from all aspects 5G Full functions enable vertical industries
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Service Experience Requirement Evolution

PHASE1 PHASE2 PHASE3
2018-2019 2020-2022 2022~
Strategy Focus Strategy Focus Strategy Focus
Service: FWA /eMBB Service: FWA / eMBB, Public Service: eMBB / uRLLC/ start of mMMTC*
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5G will Cover all Aspects of Life

Entertainment

4' @ Apps beyond imagination
$ . eHealth _ =
o s’“‘?‘ft psar:ll?r:tg :rzzf:ilt‘;( :
Smart maRiley Smart
wearables Domotics

Grids

Water

Connecte
quality

d house Security &
Surveillance

Car-to-car
communication
P )

Utility management

Source: European Commission



5G Use Cases in Different Industries

Healthcare

5G is transforming healthcare with

Solutions integrating loT, AR/VR and edge u @
. . Y (@
Computing for enhanced patient care \._ g__ﬁ

Energy & Utilities

IoT is enabling energy & utility
companies improve operational and

resource consumption efficiency

W, ;
Industrial loT

5G enabled |oT solutions offers precision
required to optimisemanufacturing

workloads and improve outcomes

Transportation & Logistics

Businesses leverage loT for fleet &
Asset management, logistics for

Warehouses, airports and seaports

Public Sector

1)

SPs are targeting smart city solutions

Utilizing loT to reduce costs, increase

Public safety, and increase revenues

Oil & Gas/Mining

Private 5G enables business critical
Verticals like Mining/0il & Gas to drive
The Industry 4.0 transformation



5G Use Cases in Thailand
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Attacks in Industrial Environments

= THE WALL STREET JOURNAL a THE WALL STREET JOURNAL a

= Industry\Week

BUSINESS | CFOJOURNAL BUSINESS
=¥ Cyber Insurance Becomes a Must for Meat Supplies Tighten as Cyberattack
£ More Manufacturers on JBS Snarls Food Chain

P N outages are latest blow to industry facing higher (ost%
Japan’s largest port stops operations after ransomware attack

ir = THE WALL STREET JOURNAL. Q
July 5,2023 06:00 AM o SN

@ WSJNEWS EXCLUSIVE | BUSINESS

Colonial Pipeline CEO Tells Why He
Paid Hackers a $4.4 Million Ransom N

he needed to quickly restore service after
3ned East Coast supply

e

| = IndustryWeek

By Bill Toulas

Canadian mining firm shuts down mill after ransomware attack

By Bill Toulas

DP World cyberattack blocks thousands of containers in ports

Slide 1 of 12
By Bill Toulas November 13,2023 02:06 PM 0

Stuxnet

Discovered in 2010, th

industrial attack in cyb

An allegedly state-spor

Slide 3 of 12

nuclear program, causi

Armaco
Before it was caught, tl
’ .. InAugust 2012, a coordinated "spear-phis
centrifuges and set its}
Saudi Arabia’s state-owned oil firm, Aramw.—.I

See: Virus Targets Use:
The attack infected as many as 30,000 computers  The Port of Na;

to completely shut down the flow of oil, which app  currently impa

I The port accou

handles over tv The Canadian Copper !
was the target of a rans

jdes roughly 45% of East Coast fuel, storage tanks in Maryland
Blsystem

] ) | B
The port is alsc | " : y |
most of its cars CMMC, partly owned b

T average of 100 million

another 32 years.
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Practical Examples of loT Attacks

Unpatched DNS bug affects millions of routers and IoT devices

By Bill Toulas

A vulnerability in the dom
is present in a wide range

A threat actor can use DNi

hosted at an IP address or
|

&
Cyberspies use IP cameras to deploy backdoors, steal Exchange
emails i

Updated RapperBot malware targets game servers in DDoS attacks
By Sergiu Gatlan

By Bill Toulas Google Home speakers allowed hackers to snoop on conversations

By Bill Toulas

A newly discovered and w
corporate networks to ste:
corporate transactions su¢

The Mirai-based botnet 'Re
DDoS (Distributed Denial (

e

—




Practical Examples of loT Attacks

Enterprises providing recurring services
Take control, steal information, disrupt services and/or dependent on their reputation for
future sales will pay extra on the top of

pure connectivity

brake fluid reservoir

brake warning light

brake pedal bl
brake booster
master cylinder
“Remote control of breaks in hacked
vehicles leading to-car accidents

Many, compromlsed high watta eloT

devices can 'bring the power grid
L

Many‘!_nalware infested frldges can

Home smart;locks can be vulnerable,
nd"’thlef can manage to open them launch ar massive DDoS attack

Pacemakers or.Lrlsulm pumps can be
attacked leading to malfunctioning
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loT and 5G - A Perfect Storm of Threats, Digital Transformation and Regulations

OT Network is Facing Increasing
Attack Intensity

Ransomware, extortion, nation—state cyber attack

Huge Impact with breaches
of ICS/SCADA OT systems

57% of 10T/OT devices are vulnerable to attacks?

Sources: 1) Gartner Insights 2) Palo Alto Networks Unit 42 10T Threat Report

Increasing Attack Surface with
Digital Transformation

IT/OT convergence

Remote operations / Services
5G/LTE

>25% of all cyber attacks against businesses

will involve loT’


https://www.gartner.com/imagesrv/books/iot/iotEbook_digital.pdf
https://unit42.paloaltonetworks.com/iot-threat-report-2020/
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Weaponized loT Initiated Attacks
Remote Code Execution
Battery Drain Attacks

loT Firmware Attacks

RADIO ACCESS/
SMALL CELLS

kA

FACTORY FLOOR

O

Malware, Command-and-Control

on user plane

Source: Palo Alto Networks

Security Threat Landscape in Enterprise 5G Deployment

Attacks in the edge clouds (MEC/UPF)
App Server Vulnerabilities

Data Privacy / -
........ )
- = ENTERPRISE IT
= - — DATA CENTER
| L s
S— L teeeeeed o / \
MOBILE CORE :, ,‘
[ ) [ )

INTERNET

[
@ w wOperator(s)
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Secure loT Devices — Zero Trust

To be done by the device manufacturer

Cyber security for consumer loT:

®* No universal default passwords

* Implement a means to manage reports of
vulnerabilities

* Keep software updated

®* Securely store sensitive security parameters

®* Communicate securely

®* Minimize exposed surface attacks

®* Ensure software integrity

® Ensure that personal data is secure

* Make systems resilient to outages

®* Examine system telemetry data

®* Make it easy for users to delete user data

®* Make installation & maintenance of devices easy

* Validate input data

ETSIEN 303 645 “Cybersecurity for Consumer Internet of
Things”

ETSI TS 103 848 “Home Gateway Security Requirements”

UK PSTI Bill is going through UK parliament now based on
ETSI 303 645

EU RED Cyber security requirements are coming into
force in 2024

US S.734 - Internet of Things Cybersecurity Improvement
Act of 2019

) &PSTI  EYRENE)

Source: Fortinet



5G E2E Cyber Security: Layered Models Become Industry Consensus

Terminal Provider . . . Vertical Industry Provider Industry Standards and
= L3: Appl ication securlty (The carrier provides capability) T

D\\ ﬁ (SP compliance, application security, service protection) \{,
D N b5 IEC62443 IACS,

ﬁoﬁ APPs ISO/IEC 27034

. i 0] t
\L\i'lk L2: Network Security + O&M security (The vendor p‘:;a d;:

(Secure deployment, 0&M security, network protection) capability) NIST CSF,
((LA.{)) - & NCSC CAF, 3GPP,
=
= 50 GSMA 5G CKB
== Vendor
|IZI aElEE .. | EE
Router == ISO19600, NIST SSDF,
Base Station L1: NE Security Core NIST SPB00-160, 3GPP,
(Standard Compliance, SDL security development lifecycle, NE protection) NESAS/SCAS

The 3-layer security model is widely accepted in telecom industry including 3GPP, 5GPPP etc.

5G security requires "shared responsibility” among different stake holders.

5G CKB: 5G Cybersecurity Knowledge Base, NESAS: Network Equipment Security Assurance Scheme, SCAS: Security Assurance Specification

17



2017 2018

R15

are Continuously Enhanced as 5G Evolves to 5G-A

K ity

2019 2020 2021

R16-17

The Basic Security Architecture of 5G Networks is Finalized in R15, and Functions

2022 2023 and later

R18-now

5G basic security architecture and eMBB security

functions

* User plane integrity protection over the air
interface

* Subscriber-level security policy (fine—grained)

* Enhanced user ID encryption protection over the
air interface (to prevent users from being
tracked)

* SEPP protection for inter—PLMN roaming
messages

* SBA security

* Unified authentication

Enhanced security functions for vertical industries
® URLLC security: Dual-path transmission security
*  mMTC (CloT) security: Lightweight transmission security of
small packets
* Slice security: Defines NSSAAF and supports slice

authentication

Enhanced security functions for 5G-A services

* Next-generation real-time communication (NG RTC)
security

* Enhanced location services (eLCS)

* Ambient loT security (to be standardized)

¢ Integrated sensing and communication (ISAC) (to be
standardized)

Evolution of security functions
* MEC security: Interface security, client authentication
and authorization, etc.
* |AB security: More flexible gNB deployment
* Security capability openness (AKMA/GBA):
Authentication and key management based on 3GPP

credentials

Security evolution towards 5G6-A

*  256-bit security algorithm: Defends against quantum attacks
and improves security

* Automatic management of 5GC NE certificates: Reduces
certificate management costs

* User consent: Protects user privacy and meets compliance
requirements

* Enhanced home network authentication: Enhances home
network management and control

Security admission

® SCAS: Provides security test cases for standard features

Security admission for 5G-A
* SCAS evolution: 0SS SCAS, etc.

eMBB

URLLC and mMTC

5G

5G-A (UCBC, HCS, and RTBC)

Note: NSSAAF: Network slice—specific and SNPN authentication and authorization function, AKMA: Authentication and key management for applications, GBA: Generic bootstrapping architecture




Slices Provide More Secure Network Services

N1sgns=auAIIVUaaangn1olsLUasS
®* Network Slicing

O Private Network

® AES-256 Encryption

Multi-slice instance management risk

® Unauthorized Access to 0&M/ life-cycle management ®*  Attacking the slice service providers APIs
®* Tampering with slice templates or software images ®*  Tampering with the slice capabilities
@ NSMF/NSSMF M NSMF: Network Slice Management Function
/ - NSSMF: Network Slice Subnet Management Function

eMBB I l ﬁ o

B e e S S ,——~~~/' 5GC AN Internet
1 RAN H
1 1
u I I BackHaul
mMTC g
o : ((( ))) ' @/ loT
u | ~
@ B : : platform
|
=

LIS B
e v
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Security Operation Center (SOC) for Fast Detection, Response, and Recovery

20

Security Management

Security Analysis Security Control

Centralized management, quick vulnerability
awareness and efficient O&M to security assets

(keys, certificates, and identities)
RA/CA ame

B
-]\ UJ Certificate User
p Management management

A4

Security policy orchestration and automatic
response of attack events to block threats and

Detect signaling storms, DDoS attacks, and O&M quickly recover

Q‘Q

plane attacks based on big data & Al analysis

<:>  aaaa st <:> Orchestrati
management CO on engine
") Security Log Attack Real-time
Vi &
Y Trusted q i i ; Security policy
managemen ruste situational management detection security Security policy delivery
computing awareness and audit and analysis ~ monitoring orchestration
Key, certificate, and identity management Native Security Agent for real-time Data collection Security policy delivery
security situational awareness (Log/signaling/traffic)
o 3
H i
H i
o RAN i
eMBB [’ i Fi “= Internet
ool e N ) @ MEC iIrewally
i ermmmmeos it ! =
1 i i i !
mMTC @ i fRUT BUeeeefreed - G-} IoT platform
I e A W
e 1
URLLC %y i loV




Secure 5G Assets and Networks

Enterprise IT

Data Center

* Plant / Remote Sites / Radio Access / . Mobile Core
. 5G Native

Security

Field Devices Small cells

............................................................ Internet
DN
4G 56
IMSI / SUPI IMEI / PEI IP Traffic Slice ID SST/SD Make/Model/0S
—]
) B
5 5 =)

Subscriber ID Equipment ID Subscriber IP Network Slice Device ID
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g Visibility & Learning of OT assets & risks
Visibility of OT assets, their communication patterns and risk
factors
Continuous trust verification of identity, behavior
& risk condition changes

IT /OT and OT Segmentation

Secure OT perimeter with iDMZ segmentation

Dynamic Device-ID least priv access policy for vulnerable OT
assets with external connections

Continuous Security Inspection

Prevent threats to critical OT assets with 600+ threat

signatures and ongoing monitoring

Monitor & protect ICS process integrity
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Ukraine Power Grid Attack

'NlﬂFt

wlouatddwa wWlouG d0 Ransomware LUU Ransomware ANAU gludunsniA3a0AUAL OT
Spear—Phishing lla: UalLlds aouLsu leeUs1ANNNAS N1srin91U FoonarintK Taglgus:Tosiansoolkd
Black Energy Lijo8anns 61S293U N1SANTUDIUKYAB=IN Tutlelwatadunisnionu
ADUAN SCADA ua=ritKWin uasrinnasisenAlla stg:lna Folnlug
G 6 Soluodowans:nueo 11 auaedaans N1SUSUIUAEUS@SINISIEU
wusinA 230,000 sng NaOH aotutinanssrus

k k k

60+ attacks on critical information infrastructure since the Colonial pipeline hack

— FBl Internet Crime report



Medical loT devices and remote operations also bring great risk and compliance to your

hospitals and patients

|
Joyatoesslka soutowa Isowsnuraknganasettiuoiu wUoeldSuwans:znuago n1sloudiaogsuBULLISYaA
N1S3093897N Leon Medical N1sOUEAEUSUBULDSHANIK suuso N1shudieogusu USD 10M (U CHSF tuUnsd Nt
Center (UWA9561ULA: Nocona ARUWDLEDSUAa=aUNSNINIONIS BuuasSrintKszuunTsquayUde S:UUONENIWNIONISLWNE
General Hospital TULANS & Lwngtulsowsauna NHS no1 50 3nnatulsowsnuratuansgy s:uu5mtﬁuﬁaga RRedTo0MU
uKotuarsSgowsndeKne waslwosullunnonu dowati n1sSuguogdnsnungniatyd
wUoudedia o7

82% of healthcare organizations have experienced a Cyber attack on medical devices in 2023/2024 - HIPAA Journal 2024
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Manufacturers neglect key cybersecurity preparedness efforts

OPERATIONS

50% of Manufacturers
Experienced Data Breaches in
Past Year

Data source : https:y//www.industryweek.com/operations/50-manufacturers—experienced-data-breaches—past-year

THEVERGE.COM

Honda pauses production and closes
offices following ransomware attack

Mercedes’ Battery Manufacturer in Thailand
Targeted by Qilin Ransomware Group

¢ Back THONBURI ENERGY STORAGE SYSTEMS (TESM)



https://www.industryweek.com/operations/50-manufacturers-experienced-data-breaches-past-year
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Airports operations are becoming more vulnerable to attacks. Data becomes compromised,

putting passengers at risk

@ Bangkok Airways @

HARTSFIELD-JACKSON

ATLANTA
INTERNATIONAL

Bangkok Airways anusngauya

1Sov Data Protection & Privacy
nlundsuaviiy!

Atlanta Airport shut down its wi-fi to protect ransomware attack to spread. Credit: Atlanta
Airport

@ pdpacorecom [§] PDPA Core
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Cyber Security as a Digital Transformation Enabler

Digital Explorer Digital Progressive Digital Transformer Digital Disrupter

Agility To Grow
The Business

Security Controls

o Focused
Minimal to
Comply (Y Threat Focused To

Protect

Security as a Platform
Digital Enabler

Tipping Point
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Driving Industry 4.0 with Secure 5G loT Platform

nsvsmater R
and Data Analytics "'" e e e SR
Platform -

sudavoaniosdns.
Sl Overal Lupment Efecthveness €0

> industry 4.0 s Bnermiumslim
4 Sy

i Platf

uwanwosu loT
ua: Jins:Hvoyagnannssuy

s:o:tiisoy

EQ

s GC
B LEGISTICS

Pellet Sack
Packaging
Quality
Inspect

Sensors

Mobile App. /.
BIG£=
Dashboard Industry Big Data

&k$13 :

IEMENS Sl

e AZURE/AWS
MindSphere
(10) 0= NS

A smTEC

Factory Dashboard
SIEMENS e

loT2040
(10) Capacity
building

Aoogvowaviu lloT & Cyber-Physical Systems

N\ i wsdourigod wio (umou) ) | Torque rod bush praduction ' e e u§o'n.han'|:chan§_'u swia |
p @ line improvement NP —

Lean Initiative . Digital Twin of Cooling Tower

Popular Pack Co Ltd

oL Mechine Monitoring

L3

Design and Development of Overall
Equipment Effectiveness (OEE)

Industrial Automation Training Systems

| A




Secure 5G-based Managed EV Charging Stations

Pupaplug

1. Architecture

§ Wi—Fi/ 5G/LTE

Router

31

Internet

PEA Server

ea
PUPAPLUG

Users

Mobile

2. Business Model

Promotion uwaawosu
A

AmALTA

QloyamsmsouuuiSedind

| safiudoyamstdowdoundo

donamssdold
nounumstn$ouvusoutad
rhwuasimALEmMs
siwumsgsadu
dodoonamstiusms
nwsamuisadovuuxu

domndorumsaunu OR codd

ds:uunsudududsia

3. Solutions

®* Network Redundancy - SDWAN

® Consolidation — Router Replacement
® Application Level Security - HTTPS

* Minimized Cost

idia

Business [Smart

Simply

Promotion dhrsussiio

e

1-9 1%L
das1FUSMs 20%/Kude
10-49 1ASov
das1Fusms 18%/ruide
50-99 1A%V
d0s1AUSMIS 15%/KuUde
100-499 1300
dasAusms 10%/wmuide
Up 500 1n3ov

3as1IAUSMSs 8%/KLde

PROVINCIAL FLECTRICTY AUTHORTY

Franchisee

uaasn

Optt

®

National
Telecom
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Smart Sea Port: 5G Network Security

low latency, reliability

@WESTPORTS

Machines

« Automated crane

« Asset tracking

* Industrial wireless
operation

« Traffic control

= Automated Guided

Connectivity
= Video (surveil-
lance, analytics)

=
* Ship-to-Shore

Vehicles (AGV) -
reliability <

Communication
* Voice

* Data comms (e.g.
AR/VR assisted
maintenance

PROVEN. TRUSTED. FRIENDLY.

Port
aPTP 'Q

| Port specific
Applications

I
Industry

i * = Applications
s I

] ]
I
BB hotel / 1
YOUNCY_ On-premise Equipment
Room

Enterprise 5G Internet,
Security Local Data

Network

Security

CSP
network
Regional Cores Central Core
Public
Public

Applications
@ Applications
P ] O €3

AME  SMF UPF [ 4

NRF__NSSF__PCF

Applications
AMF  SMF  UPF

» Visibility and control for Enterprise
5G Network traffic

» Detect antl stop Malware, Antivirus,

URL, C&C and other vulnerabilities
« Correlate, isolate and quarantine
infected devices from the network
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Secure 5G-enabled Remote Surgery and Telemedicine

... National University
Hospital

—
-
-
-
-
-
-
-




The employees are‘connected with 5G devices as
“ smartphones, AR/VR headsets, tablets, barcode scanners

and mechanical tools.

This 5G Network deployment has the UPF On-Prem and the
NGFW is deployed at the 5G N3 and N6 interfaces

Subscriber-1D = Msl - [
Equipment-ID = IMEI  &38

=

This is a Smart Car assembly with thousands of OT devices
and PLC’s connected via 5G. The devices has a SIM card.

Equipment-ID = IMEI E

Subscriber-1D = IMSI i

-

Device 3 - PLC with 5G

Subscriber-1D = IMSI [ EE
N

Equipment-ID = IMEI ‘g




Mobile BB Consumer Journey for Slice Security

Reporting
] Portal/
App Service Middleware Data
Push ?Ien to Q
mobile app

Security Scorecard Log/ Alert

pMar

Total Apps Download Blocked ‘
“ e P PANW

sin "

Firewall

@ froii Total Malicious Sites Blocked

PR ((.))A((.)) Singret S i iSeries; ’

— P e S 2

— S ——————
Total Phishing Sites Blocked

You
- facebook + Singtet

Mobile Protect Yesterday, 6:21PM
We've blocked malicious threats

Customer tries to

. . . . Tau: L
visit a malicious theofn L
website ﬂ 0

Vl-am . TAns Website blocked

Singtel

detected on mobile 97358100 in the
last 7 days. Tap in to view summary.
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Key messages

* 5G offers amazing benefits, but also opens up new risks

®* Privacy must be protected across all connected devices and
industries

®* Everyone — from users to businesses to regulators — has a role

®* Security is not just technical — it requires awareness, training,

and readiness.

“As we move faster with 5G, let’s not leave privacy behind.”



THANK YOU

National



