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Data breach incidents from cloud usage

NCS
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Cloud misconfiguration causes
massive data breach at Toyota
Motor

News
06 Jun 2023 + 4 mins

custome «€d online due to a misconfigured cloud

customers in Japan, data of certain

THE BUSINESS TIMES

Data breach at RedDoorz hit 6m

customers; hospitality platform fined
$$74,000

Claudia Chong
Published Thu, Nov 11, 2021 - 11:44 PM
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Major incident from cloud usage in Thailand anuy
PBangkok Post Summary

In April 2018, TrueMove H’'s e-commerce arm iTrueMart
misconfigured an Amazon Web Services S3 bucket, exposing scans
of customers’ identity documents-including ID cards, driving
licenses, and passports-without any access controls. The leak
amounted to roughly 32 GB of data across approximately 46,000

files and remained publicly accessible for about a month before
;':/?"W‘Hepw -:-l e WRITER: SUCHT LEESANGLANSUK AND KOMSAN TORTERNVASANA ﬂ o @ o o ™ L_l being Secured.

NEWS THAILAND BUSINESS SUSTAINABILITY LIFE GURU

Data of TrueMove H users leaked online

— 1
s

. Company Actions and Customer Support
f TrueMove H and its partner WeMall:
4G'- i * Blocked access to the exposed bucket on April 12.
Tul | * Notified potentially affected customers via SMS and email
Sipsnitgnd | * Offered free identity-theft support and hot-line
ST .- X/ services.
| * Emphasized that only iTrueMart customers were

affected, with other customer data stored
securely in internal data centers
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Gravy Analytics
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42 NBC NEWS

SECURITY

A company that tracks and sells Americans'
location data has seemingly been hacked

The FTC accused Gravy Analytics last month of illegally selling Americans’ info.
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BREACHFORUMS IS UNDER THE
CONTROL OF THE FBI

& BF @

This website has been taken down by the {BI and DOJ W|th assistance from international partners.
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Cloud First Policy

The Minister of Digital Economy and Society stated at
the GOV Cloud 2023 seminar on December 16, 2023

14

The capabilities of the Government Data Center
Cloud service (GDCC) are being elevated to the
next level. This aims to meet the increasing
demands for data usage and innovation
development within the public sector. The
development follows the "Cloud First Policy”
concept, integrating Private Cloud and Public Cloud
with standards for managing the large volume of
government data. It offers diverse software and
platform services to support the public sector in
creating innovative services that are easily and
quickly accessible to citizens. Additionally, it
includes the development of artificial intelligence
(Al) innovations and promotes the safe use of Al

29




PROCESSES

CONFIDENTIALITY

The protection of sensitive
information from being
accessed or disclosed by
unauthorized individuals.

INTEGRITY
The protection of data

AVAILABILITY

The assurance of timely

and reliable access to

data and systems by
authorized users.

CYBERSECURITY
& & PRIVACY e
So%h ;

pEOpLE TECHNOLOGY ....................

destruction.
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o Microsoft 365

laasS & PaaS SaasS

Infrastructure As A Service Platform As A Service Software As A Service
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Private Community Public
Cloud Cloud Cloud




FEHIN
Cloud Service Customer: CSC & Cloud Service a ovider: CSP



ON-PREMISES INFRASTRUCTURE PLATFORM SOFTWARE

PRIVATE CLOUD AS A SERVICE AS A SERVICE AS A SERVICE

Data & access Data & access
Applications Applications Applications

Runtime Runtime

Data & access

Applications

Operating system Operating system Operating system

Operating system

Virtual machine Virtual machine Virtual machine Virtual machine

Compute Compute Compute Compute

Networking Networking Networking

Storage Storage Storage Storage

You manage . Cloud provider manages
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Cloud Cybersecurity Standard
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O uvvdamHua (Requirements)
2anlawlu 2 dou (Areas)

o msAuqQuaduauiunvUadafus:uuAa1Aa
| (Cloud security governance)

| ;I 2. msUguclmsua-mssnmn:nuuunanannu
Insoaswwumus-uunann
(Cloud infrastructure security and operation)

Ref : https://ratchakitcha.soc.go.th/documents/43184.pdf
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**STAR encompasses the key principles of transparency, rigorous auditing, and harmonization of standards outlined in the Cloud Controls Matrix (CCM).

ISO 27701
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*In order for you to be eligible for CSA STAR Level 2 Certification, you must have or obtain an ISO/IEC 27001 certificate from an accredited certification body.
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Reduce redundant efforts, inconsistencies,
and cost inefficiencies

Strategy 1
Public-Private
Partnership
Strategy 2
Promoting
ecosystem
Strategy 3
Capability
building

Policy &
responsible
agencies

Stakeholders
Government agencies | Regulators | Clls | Government cloud | Local cloud | Intl. cloud

Related frameworks

NIST CSF | ISO/IEC standards | CSA STAR | FedRAMP | Others (AUS, India)
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