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'Hackers Don't Play Fair:

Why Large Enterprises Get
Breached

Teerawat Puangdee — Cybersecurity Consultant




About Me MAYASEVEN

Certifications
« Offensive Security Certified Professional (OSCP)

« Offensive Security Experienced Penetration Tester (OSEP)
o Certified Red Team Professional (CRTP)

 Certified Red Team Operator (CRTO)

o Certified Az Red Team Professional (CARTP)

« Hack The Box Certified Pro Lab APTLABS

« Hack The Box Certified Pro Lab RASTALABS

« Hack The Box Certified Pro Lab CYBERNETICS

Experiences

o Perform web application and mobile application penetration testing on major bank, financial

institution, large e-commerce platform and etc.

o Perform network penetration testing on financial institution and oil and gas company

o Perform red team assessment by using TTPs (Tactics Techniques and Procedures) on major financial

Teerawat Pua ngdee institution, microfinance sector and oil and gas company

o Extensive knowledge on security on Active Directory both offensive and defensive

Cybersecurlty Consultant o Provide detailed technical analysis and recommended solution

Projects Responsibility Experiences

« Bank, Financial Institution ,Cryptocurrency Trading Platform, Hospital,

Enterprise IT Distribution, Online Payment, Software House




MAYASEVEN

HACK THINGS

GOAL TODAY

Provide direction to reduce
risks efficiently

Share the findings
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Cybersecurity Breached



Cyber Attacks
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Cyber Attacks MAYASEVEN
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Cyber Attacks : Next Move

(CN\H\MWorId Africa Americas Asia Australia China Europe India Middle East More v ®

World / Asia

Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

(CNN) — A finance worker at a multinational firm was tricked into paying out $25 million to
fraudsters using deepfake technology to pose as the company’s chief financial officer in a
video conference call, according to Hong Kong police.

https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk
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Cost of Cybercrime Worldwide MAYASEVEN
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Cyber Threats in Thailand
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Cyber Threats in Thailand
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Cyber Threats in Thailand

Top 10 Vulnerabilities Found by MAYASEVEN
Web Application

User Enumeration

0,
Improper Input Validation 2%

3%

Improper Enforcement of Broken Access Control

Behavioral Workflow

Information Exposure ] .
Cross-Site Scripting

Weak SSL/TLS Ciphers
Security Misconfiguration

Improper Error Handling

SQL Injection
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Cybersecurity Measurement



Laws, Regulations and Compliance

(-7 U (V) [ V=N
wsr U NI INVUEY YR
nMs¥nwanusiursUasnselviues ﬁumm%’auﬂad’auuﬂﬂa
N.A. bédob N.A. oédble

A\

ISO

X

ISO/IEC 27001:2022

Information security, cybersecurity and
privacy protection

Information security management systems
Requirements
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Laws, Regulations and Compliance
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Organisational
37 controls

People Physical

8 controls 14 controls

https://www.isms.online/iso-27001/annex-a/

Technological
34 controls




Cybersecurity - Worldwide MAYVASEVEN

GLOBAL CYBERSECURITY SPENDING FORECASTED TO GROW TO $450 BILLION BY 2030

Sources: Global X estimates with data from Gartner (2023, Sep 28) Gartner Forecasts Global Security and
Risk Management Spending to Grow 14% in 2024.
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Cybersecurity Spending 2022 - 2024

2022 2023

2022 Spending Growth (%) 2023 Spending Growth (%) 2024 Spending Growth (%)
Application Security 5,047.60 10.9 5,765.20 14.2 6,670.30 15.7
Cloud Security 4,487.40 24 5,616.70 25.2 7,002.60 24.7
Data Privacy 1,129.20 9.9 1,338.70 18.5 1,667.30 24.6
Data Security 3,072.90 21.4 3,692.10 20.1 4,333.30 17.4
ldentity Access Management 13,944.10 13.6 16,169.10 16 18,556.50 14.8
Infrastructure Protection 24,089.00 19.9 28,359.60 17.7 33,319.60 17.5
Integrated Risk Management 5,157.30 9.6 5,687.10 10.3 6,277.70 10.4
Network Security EQuipment 18,932.50 11.9 21,383.60 12.9 24,360.10 13.9
Security Services 73,394.70 3.9 30,835.70 10.1 389,996.70 11.3
Consumer Security Software 7,443.40 2.9 7,901.70 6.2 8,400.70 6.4
Others 3,029.80 50.1 11,365.40 41.5 14,362.80 26.4
Total 164,728.00 10.6 188,114.80 14.2 214,953.70 14.3
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Case Study:
Why Large Enterprises Get

Breached



Case 1 #: Compromise of the shadow IT MAVASEVEN
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Case 1 #: Compromise of the shadow IT MAVASEVEN

HACK THINGS




Case 2 #: Weak password policy enforcement

Compromise backup service account

. O B O All employees credential leak




Case 3 #: Malware embedded in illegal software




Wrap things up

1. Identify information or assets

4. Continuoesly measure
to be protected

1SO27001
Implementation
Steps

-’

2. Identify which risks exist for
the information

5. Make continous improvement

3. Implement all the controls and

other risk treatment methods
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sales@mayaseven.com
02-026-3231
@ https://mayaseven.com




