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“There are only two types of companies:
those that have been hacked,
and those that will be.”

Robert Mueller
FBI Director, 2001-2013
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2024

Ransomware

Phishing

Compromised Credentials

3" Party Credentials

Data Breaches

Source: Health-ISAC 2025-Annual-Threat-Report
Health-ISAC_2025-Annual-Threat-Report.pdf

Public Health Sector

2025

Ransomware Deployment

3" Party Breaches

Data Breaches

Supply Chain Attacks

Zero-Day Exploits



https://health-isac.org/wp-content/uploads/Health-ISAC_2025-Annual-Threat-Report.pdf

NCS . @ ThaiCERT

anUZj By NCSA Thailand

1nMsatdunistins=3vdiuANUIUAY
Jaoangniolsluos awisavdaviuunus:ian

UDVMSADKUDYVIU TGAGvT

HUdEVIUUDVST Gaudua

MSANW

NISLOUNISSUIAIS
RUs:naumswicisgnuusyniansu deduiaing
AWLUAY

asisuau
RUs:noUNsWIriBcioUs:INARGAGVIUUS:INATNg
vudvua:ladadnd
inalulagdaisautnAua:InsAuulAY
wavviuua:aisissydina

Sua
RUs:nauURYMISIRIEIWUALSUTsARSaAuONcBuLaas
UsMsMASY

WWAaBdWALDS S:uu KHSpaunsaimvutnAlulad
naudadv BUSU auiny

WIRUSMISTBLByalLaY
WUS:NDUNSSSNODADULIDSY
BSulsdninisauiBnrdatdiduSuuasa
udvLfivuNNHUIYVIUMUIA W.S.U.TBLUDSH

937
673
407
240
133
131
64
64
61
57
52
35
28
27
22
10

« 75 LHQMsad ul 2024
+ 131 tKgMsaddoudiuf 1 uns1AUGY 31 SoK1AU 2025

fiUs:noURonSTFTAWUR uUSmIsmASy Wuaass PiRusmistsideaiilde 1%  gus:noumisssid 15ulsdii udvididunn

Sulsdrsontduodnduinas % S:UU H ndudadv sUSU auIAL SndLLDSY 1% msansa KudgvuMeld
% nmou % HSDWWWSY  ws.ulswasy 1%
wavviuua: 17 uasa 1%
inaluladaisaunAua: ams1syllnng .
InsAuwAL 2% oua 2%

2%
yudoua:lad
fus:naums aand
\alant] 2%
dous:inai

onavlu

KudevuYovsy dudua
32%

HuUs:naumswirussndu
usUnanvu drgviing
8%

MSLUAISSUIAIS
14%

msAnun
23%
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ananganmumvolswasCredential Leaks Trends

msivwseutigusnudoudoaya

o = o Credential Leak all
VIUdU Username lla: Password NuRUQ Y1UDU Username lla: Password ahulawiu .th batch 1 - 11298979814
batch 2 : 11194362311
batch 3 : 12023374050
batch 4 : 5955918056
40,000,000,000 all sum = 40,512,634,231 records

45,000,000,000

35,000,000,000 Only Top Level Domain .th
batch 1 : 50547776

30,000,000,000 batch 2 : 42239381

batch 3 : 41541102

batch 4 : 26715249

25,000,000,000
all th sum = 161,047,508 records

0
20,000,000,000 99.61%

15,000,000,000

Accounts

AIDIUDUUDY credential leak
AVHUO:IAUIDINLUYMSHvULDU 4
10,000,000,000 sou lagucda:saud:usnidungu(batch)

uda:naua:0IWaRTLdAU oA udau

laso
161,047,508 Accounts

2:UNANYHUQUASOUAU uazaonuitdu

awu

5,000,000,000

asvdseuLiguIudUTDYA 91uduYDY credential leak NVHUQ

SUoUIWaRvHUQ 6,209 TWa Susudayanssikatull 2025 LIAR3IU 2024 Us:uru 80,524
J31udu Username ua: Password AvuKUQ L
91UdU Username ua: Password cnulawu .th 161,047,508 Accounts




Rl 2024: mshhuamvlsiudsnlanwoaoiu 75%

Avg. Weekly Cyber Attacks per Organization

(Global 2021-2024)
-mu:umstounnwoaolUuUs-anmsm Zutmsman 3U
2567 umsuunnmstaummolmuasmaa 1,876 ASVCD
1600  DVANS U\)lWULUU 75% LalRguAUyIvLaLdeIAUUT
2566 wa:lWudu 15% Laligunulasuianaurtin
-msuuntiaumuananunssu :NANSANU/Ms3daLtdu
1200 lU'lHU‘]EJU‘]ﬂnEIO lagidnsloudsigduaikonudu 3,828
ASY saoaomnamnsauwa/nms la=nANISQUaguNIw
lagidnsloud 2,553 ua: 2434 ASY cnuamu
200 -s.nunumn uaWsmlwumﬂumstaumaaaaoaon
3,370 nsomaaUmH (+90% lUE)mEJUﬂUUnllaD) tuyeu:n
gisdua:a: mualusmﬂwumlwuuuamouuaawnmwunu
400 ‘Ransomware: nannmunnoaﬂ JS18VIULKAONSTU
ransomware U1ﬂﬂ31 1,230 ASY TagawSnLKGDIASU
waﬂshnumﬂnqo (57% UDVLIHANIST) SPvavuIADYISU
0 (24%)
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https://blog.checkpoint.com/research/a-closer-look-at-q3-2024-75-surge-in-cyber-attacks-worldwide/



e ) World Top 10 industry attacked by Ransomware group

APAC

In Asia and Pacific, Taiwan was the most targeted country with 37 recorded incidents
followed by Singapore (32), India (28), and Japan (24). The geopolitical tension in the
South-East Asian countries seems to being leveraged by opportune ransomware actorsin this region.

Regional Ransomware Impact (Top 5)

Taiwan
L Y

Singapore
32

India

Thailand

0 9] 10 15 20 25 30 35 40

Source: Cyble Global Ransomware Threat Landscape Report - H1-2025 (=




e ) World Top 10 industry attacked by Ransomware group

Top 10 Industry Wise Attacks by - Ransomware Groups

Food & Beverages IT&ITES
Count: 4 / / Count: 9
Education (
Count: 4
oLn 4
Professional Services fﬂ~ BFSI
Count: 5 Count: &

Energy & Utilities
Count: 5

Transportation & Logistics

- Government & LEA
Count: 6 ~—

.' Count: 8
Construction / . |
Count: 7 - \ Healthcare
Count: 8

Source: Cyble Global Ransomware Threat Landscape Report - H1-2025
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ususuwS 2.0 (Ransomware 2.0)

Ransomware 20 na:acuu1msuaousuvuu:santﬁunIquunlmSHauaualwatsanmtﬂ umaoutuauauaﬂau
WD sntnaaouu (Double Extortion) IWULSVNQAUCiDLKED ua: lwuwamIsZHmaum

nalnAIsMvIuUYdY Ransomware 2.0 (4 s:9:)

=)

unsndu &
vlugvoua

WhsHavoua
(Encryption)

<

salanuu

anvdu
(Double

Extortion)

https://www.secoda.co/learn/data-trends-ransomware-2-0

wudlUiuanAfyUdY Ransomware 2.0

1.Double- Triple Extortion - Salndoyanoudon
wa

2.1ouds:uuU Cloud & SaaS - UWHU9TKUUDVDVAAS
gAGdNa

3.191:HOvld3dUMu (Supply Chain Attack) -
Wulawdstusowaudson Third-Party

4.RaaS (Ransomware-as-a-Service) - lJaaala
JatEAunIUdndvlASoviaususuuds
5.Duduuud:IvItNHUNY (Targeted Attacks) -
Anukdd USuudonagnsiawn:
6.s=uudalulidugv - t Al/Automation tuns
LWSANS:=D18LazHaulasv
7.m1SSOUUDS:HIVAGUUTALNDS — aSI0LASDUNY

N2 INACcl T2 ING
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AsUovAUu Ransomware,2.0 ua: nannmumotmuasauq AovlBULUONIVILUUDVASIOU ANSHNDUSU
AuAIUUaDOAYNIIBLUDSIDUUSI G IHSUWUNVIULWDIRSIUISAS: unmuwmmuWuuoto A1S
ms:aaauZHuuZoawanu:§IosumsaUmmo:auwmamao msmmsmunumswmonu

Us=ansNMmwuiiy ua: msUsuZumsUaonuanmouuao ﬂatUunaanswumu uDNIINT NISASIDH
ﬂEJF]ﬂFnUlU\)Sﬂ

fT]SZ)']\)llNUﬂ'lSC'IE)UEIUE)\)C'IE)lHC]ﬂ']SiU la: ﬂ']SC'ISDOEIE)UE)EJ"I\)CIE)lUE)\) fioldupvAUS:=NDUAATYUDY
llUDIT]\)CT]UFD']UUaE)OﬂEJITI\)IUlUDSﬂEJOHEJU

ASSULJD

BuUdAQ Zero Trust |
-dULaOS=UULAzUWABEDVIKDAUILEUD
-ensaouauauanmﬂs uuHan (Offline/Immutable Backup)
-Gacv EDR/XDR a:s: UUQSIVIUANYANAIL
AnpUsUWUINVIULEDVWEE VLA ASNVTBLUDS
«JaNMua:gouUWuUSUDLIRONISU (Incident Response Plan)
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[ el = [ ( [ [ <]

58dvinardwanoaisutsdiiu phishing Fotnadvi

ms:)oaaunaaalua:ntnsmunuao LUualuaﬁ
Ksolu mnwu:muualuanIusuHaonm TuAds
o7 KEawalwaunuutudiualu

S9N As2>9ddu URL uovldulsduuindu URL uovoldulsd
Aa

n NVMSKSDT KINTLW TAdsnsandalyaaviuldulsduu

3sUovaumslbuduuu Phishing

¢ QSIYADUDIADEIVAIDEQ — E)EhlUOé\)ﬁH'S".E)OWDl:I_THaO.IWé-llUU§)1ﬂ5luaﬁ=Li"la\)él_£J

¢ 16 Multi-Factor Authentication (MFA) - udsKarusIirangviinisUavAutwulfiu

4 Hantauoms!uuauamotnsnwnHsa SMS - sumsua: aonnsasoaluuauauamuuaomommu
< aUmmsavmuasua-uaunbsaamlaua - lwaUaonuuau:snmamwsaunu Phishing

¢ flnpusuwlinuiuliigdnu Social Engineering - aalomanovAnso: gnloua

Phishing 10ukiiviunsanmufwuldUpsRaaua:gvAvwcuuEGLIDY MSIWUAIUS:TAS:I0La:i8U10SN1SSNUIAIUUaDAAYAIKUN:GUR:EI8a0ANULESVUDVNSYNTIUETA
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https://www.prachachat.net/ict/news-1820786
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Mega Trend: Quantum Computer

¢ Shor’'s Algorithm
breaks asymmetric crypto

Breaks RSA by quickly
factoring large numbers

Breaks Elliptic Curve
Cryptography and Diffie-
Hellman by solving the
discrete log problem

¢ Grover's Algorithm
weakens symmetric crypto

Square-root speedup on

Key Strength  Key Strength

search algorithms

Weakens symmetric
encryption and hashing
by 50%

Algorithm Classic Quantum Q;I:tntu:
(bits) (bits) ac
RSA 2048 112
RSA 3072 128 oo
i or's
Asymmetric 0 Aaorithm
ECC 256 128
ECC 521 256
AES 128 128 64
S tri Grover’'s
T Algorithm
AES 256 256 128

https://utimaco.com/market-trends/2025-utimaco-pgc-readiness-report
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Main Challenges of the Post Quantum Age

48 & B
P

ry

Store na@

W, dectypt later

S
Future decryption Ef" Impersonation

+ Sensitive data gets tapped + Attacker “calculates”
credentials from public

+ Stored for future decryption information

+ Relevant for data with a long

: oo + Attacker approves requests or
confidentiality span

signs documents as you

https://utimaco.com/market-trends/2025-utimaco-pgc-readiness-report

Fake identities

*»

Issuance of fake certificates
(e. g. identities) in the name
of your organization's PKI
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Regulatory Initiatives Around the World on PQC

PQC Algorithmsdinder
Coun Published Guidan Timeline (summa
try Consideration ce (s ry)
Australia MIST ACSC-2023 ACSC-2024 Start planning for transition to quantum resistant cryprography.
o NIST CAN-01 CAN-02 Startp@nn|ng, wait for standards. CSE is updating detailed
PQC guidance.
China China specific CAICT-2023 Start Planning
Czech Republic | MIST (but notrestricted to) MUKIB-2023 el e T L B R

possible for firmware & software signing.

European Union

NIST Planto select PQC EU algorithms

ENISA-2022 EC-2024

Start planning Define a coordinated PQC roadmap for Member
States by 2026

France MIST (but not restricted to) ANSSI (2022, 2023) start planning; Transition from 2024
Germany MIST (but not restricted to) BSI-2021 B5I-2023 B5I-2024 Start planning
[taly NIST CAN-2024
Start planning; initial timeline. CRYPTREC is preparing detailed
Japan Monitoring NIST JAPAN-2022 planning preparing

PQC guidelines.

Metherlands

ML-KEM, Classic McEliece and FrodoKEM
recommended in hybrid mode for TLS.

NL-2022 AIVD-2023 NL-2024

Draft action plan with timeframes

Mew Zealand

NIST

NZISM-2024

Start planning. Transition from 2026-27.

Singapore

Monitoring NIST

9G-2022 MAS-2024

Mo timeline available. Financial services firms required to
prepare plan.

South Korea

KpqC

MSIT (2022) MSIT (2024)

start competition First round (Nov."22-Nov.’23). PQC Roadmap
published

apain MIST and FrodoKEM. CCN.ES-2022 Four phase approach today to post-2030.

United Kingdom | NIST NCSC-2024a NCSC-2024b S‘tartpl.anmng;.use Dnl'_-.rsta.ndardsm production. NCSCis
preparing detailed PQC guidance.

United States NIST NSM-10 CISA-2021 CNSAZ0 HR7375 CISA-2023 CISA-2024 | Implement 2023-2033

*https://www.gsma.com/newsroom/post-quantum-government-initiatives-by-country-and-region/

https://utimaco.com/market-trends/2025-utimaco-pgc-readiness-report




NCZ @ ThaiCERT Year to Quantum (Y2Q) Countdown Clock

Countdown to

04 201 10 01 30

NGES Days Hours Minutes Seconds

https://cloudsecurityalliance.org/research/working-groups/quantum-safe-security/ 53Q5Uﬁ 24 AugNgu W.A. 2568
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ADMINISTRATION

* X %

uudnv FDA ansg4: aulasanslsiuastuaunsal
ASUWNY

« J0aus:zavAKan: MRualiANUUUAvUaanglsuasidudou

AT a7 SR B LG URID ED diAtyuDVAIWUADOAYRUIENaDAIVISEIARAOATUN

« Jaaus:avAlan: LasuasivdandIuaIsauavasNIwglsuiu (Total Product Lifecycle - TPLC) Ua:UuvAUIBAURNAC
ANSASIVIU LASYUANUWSDU UazSulonungnnAIUNIVY gunstunIsuwny
LdsSuWNQiHNd WiugnsmMaasautaannluunusIuDdULa: . Hanmsddey:
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* l@Hann T S.UUll{)\)lC‘IE)UFD‘ll:anE)C]ﬂEJn‘l\)'[UlUE)SllH\) "Secure by Design" AionisilvAdudanangtdnivtunnduaaudoucinis
gisU (European Cybersecurity Alert System) DDNUUU
° la'-]Ha"ﬂﬁl 2: ﬂa'[ﬂaﬂlaudjunjqudaaoﬁa[ﬁluag ) njlsUs:lﬁun:nmi'iuof'ilﬁ'un_‘lsqntouﬁ (Exploitability): Us:lbundU
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(Cybersecurity Emergency Mechanism) . . . e o . o .
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e L3Hann 3: natﬂnun3ulqusn]n:nuUaaoﬁaImuas" "Cyber Devices" NAdvdvs1eNISEdWALISNVHUQIWDANUTUSVIdLA:vY
(European Cybersecurity Incident Review C2MSVANISEDVIHI _
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S:UU (Penetration Testing)
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2024[1689 1272
REGULATION (EU) 2024/1689 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 13 June 2024

laying down harmonised rules on artificial i tions (EC} No 3002008,
&l No 167/2013, (EU) No 163 2013, (EU) IU%’E‘EEES {ELT) Iﬂls?l} and (ELT) 201?21443.nﬂ
Directives 2014/ DU'EU (ELT) 2016 797 “and JEUI 2020{1528 (Arrificial Intclllgcul:c Act)

(Text with EEA relevance}
THE EUROPFEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UIION,
Having regard to the Treaty on the Functioning of the European Unien, and in particular Articles 16 znd 114 thereof,
Having regard to the proposal from the Faropean Commission,

After transmission of the draft legislative act to the nations] partisments,

Having regard to the opinien of the European Economic and Secisl Committee (7},
Having regard to the opinien of the European Central Bank ),

Having regard to the opinion of the Committes of the Regions ),

Acting in accordance with the ordinary Jegislative procedure (4,

san Farfament of 13 March 2024 fnoe yer published in the Official Joummal] and decision of the Coumcl @

ELL hep:/ data.curopa cn/elifreg|2024 /1639 o 1144

https://eur-lex.europa.eu/eli/reg/2024/1689/0j

NNHUNE Al Act uovasmwglsu: asaufinuQua
UtusuaUs:aQuyauvuvusnuavlan

:chs-aonHan aswnsaunaﬁuw Al nlUUU’lClSU’lUlOEDﬂU dolasuudanssun
luanatoua uuuuatUunuanz—no wsauUnUaoansuuwumu dJumw uas ADYWUaDQNy
10915 uu:momnunuamus-ounmmaao (Risk-Based Approach)

msuuoUs:mnnmmaaouaa Al

AOFsvigouSUTLIG (Unacceptable Risk) - Futdidavia:
« s:uunOatdauwnanssuuyudogivilediAty (Manipulative Al)
¢ S:UUIHA:uUuNIvavAu (Social Scoring) Tagn1ASIHSDLOABU
« s:uus:yMaudlgdayadidauvuissalniiunaisiseu: (G0pgn3unsiAauin)

Al A WEPVgY (High-Risk Al) - doUvAULdUvIQ:

e S:uuU Al nZz’Rumnaaumnm lUU Insoaswowumu ANSANUN, N1SDIVVIU, NS
Wnavusnisnsdu (6u auwa) msuonutunahuw lLa=nNSs:udUNISyYAOSsSsU

- UdUvAUHKanN: (dvils: uuusrnsn:nmaao (GUDYaNTUNIWV, umn:—nsmo
tnAGARTUS I, pguyugninuqQua (Human Overs1ght) ua:zonAwuLbug-
Uaaonamolmuasqo

Al n:)1u1€'-'ltl\)51ﬁnlla=ci1 (Limited & Minimal Risk):

- audgvddia: aamatnnamunmutdsota lsu Al nIcmaunuuuua
(Chatbot) naouoozhmunswumwu Al

. aWEgVd: WiHToUVAULWULAL aiuisawauuiuastdouldogiolas
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AnHUYeAgITvAUTsIUDS Cyber Law

AQHNEMSSAN

AMUluAvUadanelsiuds

* W.S.U. MSSALIAILULIUAY
Uaoanalsluos w.A. 2562

NNHUNYUSSNSSU

MusL1annsaling wu

¢ W.SU. UNVIUWCUUNSSASSY
NV3LANNSaUNG W.A. 2562

* WSU. 330J855nSsSUMVBLannsalng
WA. 2544  ua:nuATUIWULGAU

* W.s.n. NMsUS:NdUSSNOUSMS
uwaawasuadna NADVUIVIRNSIU
W.A. 2565

ngnuwmsns:ri"m:nuﬁo
1NYIAUADUWILODS

« WS.U. 31d78M1snS:MANURAQLALIAU

ADUWILADS W.A. 2550 La=nudy
LWULAU

« wsn uasmsUoviuta:usiuusiu
DNBEUINSSUNMVINATUTAE W.A.2566

NNHKUNYAUASDVUDYadIU

unna

* W.S.U. AUASDuUDJadduuAna W.A.
2562

npHInsALIALY WU '

* W.S.U. DuARSYQdssAauANUALA=AU
NOMSINYNS=ELEYV INgINsSNAU ua:
AvNsIinsAuUAY W.A. 2553 1a:AuAty
IWULAU

* W.S.U. MSUS:NDUAYMSAS=NELFIOIA:
AomsIinsnAU wW.A. 2551

* W.S.U. MsUs=naunvMSINSAUUNAL W.A.
2544 ua:nuATULWULGU

ANHUIYWIUNLASUINIAINA
s W.S.U. MSWCUUNAINAIWDLASUIND
ua:avAu W.A. 2560

ANHUNYSHISVIUUA=MSIRUSMSMASTHIU
s:uuadna
* W.S.U. MSUSKIsvuua:=Ns
IRUSAMsMIASTRKIUS:UUAdNA
W.A. 2562
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