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Global Risk Report 2025

Short term (2 years)

IEE Misinformation and disinformation
pUCl Extreme weather events

RICIl Societal polarization

VR Cyber insecurity

S5l Interstate armed conflict

A |Lack of economic opportunity

el |nflation

Il [Nvoluntary migration

Sl Economic downturn

[olil Pollution

Risk categories
I Economic

I Environmental
I Geopolitical

I Societal

I Technological

» Security Intelligence

WEF : Global Risk Report 2026

Global Risk Report 2026

Short term (2 years)

1. Geoeconomic confrontation
2. Misinformation and disinformation
3 Societal polarization

4. Extreme weather events

wn

Bl State-based armed conflict

6. Cyber insecurity

7. Inequality

8. Erosion of human rights and/or of civic freedoms
9. Pollution

10. Involuntary migration or displacement
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ECONOMIC

= WEF : Al Transformation 2026

Organizational Transformation in the Age of Al : How Organizations Maximize Al’s Potential

o ECONOMIC
FOROM

ppp— _ e Real-time, individualized customer experiences: Predictive, Al-powered strategic planning:

8 A ot il Fol Ot Shifting from static journeys to continuous, Shifting from periodic planning cycles with

== intent-driven engagement ongoing strategic steering
Efficient and resilient operations: Shifting Data-driven, personalized talent experience
from forecast-based execution to adaptive, and workforce planning: Shifting from role-based
Al-orchestrated systems management to dynamic, capability-based systems

Accelerated research and development (R&D)
and breakthrough innovation: Shifting from linear
development into continuous, evidence-driven learning

ﬁA__CvI:S, © i rights reserved.  IT-GRC, Digital Technology, Cybersecurity, Privacy and Regulatory Compliance | Consulting, Training and Professional Certification Services 3



Sovereignty in the Age of Al :

Governing Data, Infrastructure, and Intelligence

From Data
Sovereignty to
Al Digital Sovereignty

Sovereignty

Digital From Digital-
Sovereignty Sove relgnty {6}

" Al Soverelgnty

Sovereignty

., © al rights reserved.  IT-GRC, Digital Technology, Cybersecurity, Privacy and Regulatory Compliance |
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Shadow Al

The Rise of Silent Threats
fowauvinovansaduaviiu

AULEESVIKUDIANTSIE Generative Al
ua: Al Agent lagluinisiiAuquand
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Shadow Al £7%

Approved IT & Al Tools
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1 . ' ‘\ - " ChatGPT, Gemini, Claude, Copilot
Gemini, Claude, Copilot, 4a4 Y (nm\wunuauau) \ rs;aAlAgeenrtnllzlrns?i:\neuavoﬁ\?r::

4, | 910 IT (1st Line), Risk/Compliance
ME (2nd Line) ua: Audit (3rd Line)
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Dimensions :

Goals : » Cybersecurity
» Safety

&1 S @ Security and reliability » Transparency

® Accountability and » Interoperability
oversight » Auditability

. ® Inclusive, ethical and » Redressability
Digital responsible use » Fairness
trust » Privacy

Auditability

» Digital Trust Roadmap

Interoperability Fairness 2 o) E
o) &
, o N Commit—> ~— v — Sustain

Commit Build and Monitor and
and lead integrate sustain

WEF : “Earning Digital Trust : Decision-Making for Trustworthy Technologies” Effective digital trust programmes are aligned with values and organizational structures.
Source: https://www3.weforum.org/docs/WEF Earning Digital Trust 2022.pdf

A
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https://www3.weforum.org/docs/WEF_Earning_Digital_Trust_2022.pdf

DigiTrust Model

Digital Trust Foundational Concepts

Reference Standards and Best Practices in Implementation

INITIATIVE
Digital Governance
Digital Risk Management Digi él
o) Technology
Cybersecurity, Cyber Resilience | M
. s Digital Value
Privacy, Data Protection | Sustainability

| Digital Compliance

Source: “DigiTrust Model: Digital Trust Foundational Concepts”, Strategic Service Intelligence, ACIS
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IIA's The Three Lines Model

: Three Lines Model

The Three Lines of Defense Model

GOVERNING BODY

Accountability to stakeholders for organizational oversight

Governing Body / Board / Audit Committee

-
=
t t t

GOVERNING BODY ROLES: integrity, leadership, and transparency

Senior Management

=
o =
14 @
1st Line of Defense 2nd Line of Defense 3rd Line of Defense H Z MANAGEMENT N INTERNALAUDIT
. . S i Actions (including managing risk) to achieve . . Independent assurance
Financial Control 2 g‘ organizational objectives
=3 =
f—— o & FIRST LINE ROLES: SECOND LINE ROLES: THIRD LINE ROLES:
Management isk Management Internal Provision of Expertise, support, Independent and
Controls Control Audit products/services monitoring, and objective assurance
Measures to clients; challenge on and advice on all
risk management risk-related matters matters related to

the achievement
of objectives

m
%
m
)
<
>
=
7
(7]
c
S
z
0
m
i)
S
s
o
m
o
n

Compliance

KEY: " Accountability, reporting Delegation, direction, =« Alignment, communication,
resources, oversight coordination, collaboration

https://www.theiia.org/globalassets/documents/resources/the-iias-three-lines-model-an-update-of-the-three-lines-of-defense-july-2020/three-lines-model-updated-english.pdf
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Digital Governance and IT Governance Approach
GRC : Digital & IT'G RC Concepts Reference : “Digital Trust Foundational Concepts”, ACIS

Governance & Sustainability

Ing,
ema/ D r/.,/e
rs

Strategic Alignment

[ Key Goal : Purpose of Sustainability

[ Governing_; Body (Board | Committee) ] Value Creation Value Preservation

\4 v v

O ©

Governance Risk Management Compliance

/

A == e ' B = i,
~/'Value Delivery ) Risk Management

# Digital Technology | Information Technology

Sustair_1abi|ity »
Governance

Governance Standards and Practices

= Governance of Organizations
= Digital or IT Governance

/Résourc'e Manag,ement//

.0

x Dath dovernahek P.e'rformance Mana.gementl
= Cybersecurity Governance,
Information Security Governance

N Management

v .
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Human Oversight is the Last Line of Defense

(1 Human-in-the-loop msdiusoun UysgndUAY MsvIuKSaAadunvKLQ
e [ lagid AI Mknlumstimuuzin ualuawisanviukss
— HITL daduldlumsduduviulagsiAmnuyud
N o msdiusiun Al awisarfivukdadagulldlagdaluda
7 %P - Ve H‘!‘ Human-over-the-loop (1;¢avsomsaaautuavuuud) udgoavsnbudovduyud
/ 8 C’ 1 HOTL lumsiiAuqua ausaldnAuANKSas:HUMSAvIULG
D= d KIAWUADIUROWAIQ KSWanS:NULEVAU

msiidusoun Al pUALMSHIMUKSadadunvkuald lag
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Action

Source : AIGC Al Guideline for executives
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Tel : (+66) 2 253 4736

www.acisonline.net
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