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Face-to-Face Greeting




Online Greeting
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(55 My Sis Evelyn
How are you today?

(; I’m fine. Thank you.

(} | come to Thailand

for the fist time




The Change in Human Communication Mechanism

Online messaging

3 elements of
compnurigatQn v’ Text
v" Voice = Voice === v Voicerecord
v Body language —Bodytanguage = v emoji

Information dimension loss

The 3 Elements of Communication — Body
Language, Voice and Words. When we
communicate with someone face to face we pass
the information and understanding through 3 *Voice - the pitch, pace, tone and volume of our voice — 38%

different elements — body language, voice and N .
words. The message isn’'t however communicated -dey Language - the visible alctlons that we show to others
using all parts of our body — 55%

equally across all 3. This was demonstrated in a @

*Words - the actual words that make up our message - 7%

theory by Dr. Albert Mehrabian in 1970.



Traditional Shopping and Online Shopping

=—feeltouch;taste e Pj
v' Feel, touch, taste ; ; =) * Picture

v Negotiation =—Negotiation =) « Review & comment
v' Body language —Bodytanguage = « Own experience
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Now, Let’s Listen to the Interesting Story

Patient Doctor




Fraud and New Perspectives from Al and the Digital Ecosystem

AUTONOMOUS Al ATTACKS

AI-DRIVEN | SELF-OPTIMIZING | UNDETECTABLE

@ RECONNAISSANCE

(® EXPLOITATION

B PRIVILEGE ESCALATION
LATERAL MOVEMENT

' DATA EXFILTRATION

Al-POWERED PHISHING

HIGHLY PERSONALIZED | CONTEXT-AWARE

From: Secure Support <support@security-update.com>
To: john.doe@corporate.com

Subject: Urgent: Verify Your Account

Dear John,

We noticed unusual activity on your account.

Please verify your credentials immediately
to avoid suspension.

VERIFY ACCOUNT

ATTACK FLOW

RECON PHISH EXPLOIT PERSIST EXFILTRATE

DEEPFAKE

SYNTHETIC IDENTITY

AI-GENERATED | NON-EXISTENT | UNTRACEABLE

:

SYNTHETIC

SYSTEM gy
COMPROMISED »~

DATA BREACH

THE THREAT IS AUTONOMOUS. THE DAMAGE IS REAL.

FINANCIAL
LOSS

Name: Emily Carter

SSN: 987-65-4321

DOB: 04/12/1990
Address: 1234 Maple St
Credit Score: 756
Status: ACTIVE

IDENTITY VERIFIED

IMPACT

REPUTATIONAL ~ OPERATIONAL
DAMAGE DISRUPTION

Fraud and New Perspectives from Al
e Autonomous Al attack

* Hyper-realistic deepfake
Synthetic identity
Al-Powered phishing & malware
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Authorized Transaction Fraud Statistic - Number of cases by type

6.739 . 20 2,320, 0%
9 s

May 2024-Apr 2025

11,311, 3%

22,074 , 6%

buying products or
transferring money

22,974 ,6%
lending money
investing
borrowing money
Other types of technology crimes
Convince into installing malware
Romance scam

Digital asset

53,459, 14% 185,942 , 49%

dAy A Add 44 4

76,261 ,20%

N Unauthorized transaction fraud

.

q Authorized transaction fraud
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Risk

Control Stack

< S

<X

User Journey and Layered Control Stack

Customer

Deception
Giving information
unawares

Identity proofing
Awareness
communication

>

User Device

< AR

AN NI NI

()

>

Communication

v'  Eavesdrop
v" Fake SMS sender

Insecure device
Malicious
application
Excessive
permission
Obsolete OS

v Secured
communication
v SIM owner check

Application initiation
Application tampering
Face recognition

OS security check

>

>

Service

v
v
v

AN NI NI

Insecure application
Weak identification
Weak
authentication

Application security
Identity verification
Authentication
Transfer limit

1010
1010

v

<

AN NI N NN

Data

Information leakage

Strengthen data protection
by all related parties
Threat intelligence
Fraud detection
Velocity check
Monitoring

Investigation @E\
Digital risk protectm\_/



Human Centric Attack

* Cybersecurity threats that originate from predictable human
behaviors, decisions, error or interactions whether intentional or
unintentional, which adversaries can exploit to compromise
systems, data or operations. Key characteristics are

* Predictable patterns of user behavior
* Lack of security awareness or training
* Overthrustin digital systems or social actors

* Bypassing security for convenience
* Cognitive biases impacting judgment



Shared Responsibilities

Financial Institution Regulator Mobile Operator

* Mobile app security «  Mobile app security standard across * Prevent fake sender name
* Mobile owner verification banking sector for bank and non-bank * Filter link on SMS message
* 1device 1 mobile app account under supetrvision « Strengthen SIM registration
* Useridentification by Face recognition «  Establish policy preventive measures
» Strengthen KYC process and account «  Collaborate with regulators,

opening process government agencies and Fls

* Real-time alert in high-risk activities
and outgoing payment transaction
* Central fraud registry system (CFR)

* Information sharing via TB-CERT Law Enforcement
* Awareness communication

User

* Practice good cyber hygiene and never
giving away their personal or account
credentials to anyone

. Eorlfnsics i'nvest'iia'lcoionk f e  Noclick link
: . ollaboration with banks to freeze or S A e e e e
Platform Provider trace fraudulent transaction/accounts Y

* Noroot/jailbroken phone
* Secure mobile device
* Regular update mobile OS

* Take down fake content (Social Media)

* Strengthen OS and mobile environment

(Mobile Platform-Android) Police crack down on

mule account ’-\
smuggling @




IN COLLABORATION WE TRUST,

Condlidsd Thank you
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